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COMPUTER CRIME: A Crimefighter’s Handbook

Terrorist attacks on computer centers, electronic fraud on international funds transfer net-
works, viruses and worms in our software, corporate espionage on business networks, and
crackers breaking into systems on the Internet...Computer criminals are becoming ever more
technically sophisticated, and it’s an increasing challenge to keep up with their methods.

This book is for anyone who needs to know what today’s computer crimes look like, how to
prevent them, and how to detect, investigate, and prosecute them if they do occur. It contains
basic computer security information as well as guidelines for investigators, law enforcement,
and computer system managers and administrators. Also included is the text of U.S. federal,
state, and international computer crime laws,

“This is more than a handbook for investigators in tracking down computer crime—it also tells
you how to respond to threats and ways to avoid problems. This book shows where computing
meets law enforcement”

—Cliff Stoll, author of The Cuckoo’s Egg and Silicon Snake Oil
“This book provides an excellent primer for both the network security professional and the crim-

inal investigator...The authors assisted in the successful conclusion of several federal inves-
tigations.”

—/James C. Settle, I-NET and former FBI agent
“...a very helpful and interesting book. I'm going to make sure all of the Secret Service new
Electronic Crimes Special Agents get a copy to assist them.”

—Bob Friel, U.S. Secret Service

“This is an excellent and worthwhile handbook for both the novice and experienced computer
crime investigator. I will recommend it to my computer crime classes.”

— Detective Robert M. Snyder, Columbus Ohbio Police Department

“Any organization that is worried about attacks on their computer systems, especially those

attached to the Internet, should run to the bookstore to pick up a copy of Computer Crime. It’s

one-stop shopping for system administrators and law enforcers, with plenty of pointers to addi-
tional resources if needed.”

—Lance J. Hoffman, Director, Institute for Computer and Telecommunications Systems Policy,
School of Engineering, The George Washington University
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