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Preface

In recent years, artificial intelligence (AI) has become an emerging technology to

assess security and privacy. There are many security challenges and potential solutions

for AI systems at the algorithm, architecture, and implementation levels. So far,

research on AI and security has looked at the various sub-problems in isolation,

primarily relying on best practices in the domain. At the same time, future solutions will

require fostering the sharing of experiences and best practices between those domains.

To address some of those challenges, we organized a Lorentz workshop in 2019 called

AI+Sec that considered several research topics on the intersection of AI and security.

We covered topics like side-channel attacks and fault injection, cryptographic primitives,

adversarial machine learning, and intrusion detection. The Lorentz workshop had

around 50 participants, where 45% were junior scientists. During the group discussions,

we realized that no texts provide a broad view of security and AI, and we decided to

write a book covering such topics. After more discussion, 41 people showed interest in

contributing to the book, and we selected 14 chapters to be included. We approached

Springer, who agreed to publish the book, and helped in the procedure.

The book chapters were evaluated based on their significance, technical quality, and

relevance to the topics of security and AI. Each book chapter submission was reviewed

in a single-blind mode by at least three authors of other book chapters. After the first

review round, the authors had the opportunity to improve the book chapters and update

the manuscripts to keep them up-to-date.

Part I, “AI for Cryptography”, contains five chapters. We discuss how AI can be used

to construct cryptographic primitives. Next, we provide a detailed exposure on AI for

implementation attacks, first side-channel analysis, and then fault injection. Finally, the

last chapter of this part discusses physically unclonable functions and AI.

Part II, “AI for Authentication and Privacy”, contains four chapters. We focus on

AI techniques to improve privacy in the first two chapters, which are followed by two

chapters on authentication approaches.

Part III, “AI for Intrusion Detection” contains two chapters. This part discusses how

AI can be used for malware detection and network intrusion detection.

Finally, Part IV, “Security of AI”, contains three chapters. In the previous book

parts, we focused our attention on how AI can be used in security. Now, we discuss the

security of AI. This part presents topics like adversarial examples, backdoor attacks, and

implementation attacks on AI.

A long list of volunteers invested their time and energy to create this book. We are

grateful to the PhD students who helped in coordinating the effort, the Lorentz workshops

staff (Wendy van der Linden, Tara Seeger, Sietske Kroon) for their support in organizing

the event that led to this book, Marina Krček, who helped with the editorial tasks, and

the team at Springer.

Last but not least, we thank all the authors for putting much effort into producing the

high-quality content we are proud to present here. With this book, we hope to provide
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the community with insights into recent and latest developments in artificial intelligence

and security.

February 2022 Lejla Batina

Thomas Bäck

Ileana Buhan

Stjepan Picek
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