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Preface

The proceedings contain the papers selected for presentation at the ACNS 2022 satellite
workshops, which were held in parallel with the main conference (the 20th Interna-
tional Conference on Applied Cryptography and Network Security) during June 20-23,
2022. Due to the ongoing COVID-19 crisis, ACNS 2022 was held in Rome, Italy, in a
hybrid mode while the workshops were organized as online events.

In response to this year’s call for workshop proposals, there were eight satellite
workshops, the same as last year. Each workshop provided a forum to address a
specific topic at the forefront of cybersecurity research.

— 4th Workshop on Application Intelligence and Blockchain Security (AIBlock
2022), chaired by Weizhi Meng and Chunhua Su

— 3rd Workshop on Artificial Intelligence in Hardware Security (ATHWS 2022),
chaired by Lejla Batina and Stjepan Picek

— 4th Workshop on Artificial Intelligence and Industrial IoT Security (AIoTS 2022),
chaired by Sridhar Adepu and Cristina Alcaraz

— 2nd Workshop on Critical Infrastructure and Manufacturing System Security
(CIMSS 2022), chaired by Chenglu Jin and Saman Zonouz

— 4th Workshop on Cloud Security and Privacy (Cloud S&P 2022), chaired by
Suryadipta Majumdar and Cong Wang

— 3rd Workshop on Secure Cryptographic Implementation (SCI 2022), chaired by
Jingqiang Lin and Jun Shao

— 3rd Workshop on Security in Mobile Technologies (SecMT 2022), chaired by
Eleonora Losiouk and Yury Zhauniarovich

— 4th Workshop on Security in Machine Learning and its Applications (SiMLA
2022), chaired by Sudipta Chattopadhyay

This year, we received a total of 52 submissions. Each workshop had its own
Program Committee (PC) in charge of the review process. These papers were evaluated
on the basis of their significance, novelty, and technical quality. The review process
was double-blind. In the end, 31 papers were selected for presentation at the eight
workshops, with an acceptance rate of 60%.

ACNS also gave the best workshop paper award. The winning papers were selected
among the nominated candidate papers from each workshop. The following two papers
shared the ACNS 2022 Best Workshop Paper Award. They will also receive the
monetary prize sponsored by Frontiers.

— Yuanyuan Zhou and Francois-Xavier Standaert. “S-box Pooling: Towards More
Efficient Side-Channel Security Evaluations” from the AIHWS workshop

— Thijs Heijligenberg, Oualid Lkhaouni, and Katharina Kohls. “Leaky Blinders:
Information Leakage in Mobile VPNs” from the SecMT workshop
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This year Frontiers specifically sponsored a best AloTS workshop paper award. The
program chairs of the AIoTS workshop selected the following paper for the award.

— Alessandro Visintin, Flavio Toffalini, Eleonora Losiouk, Mauro Conti, and Jianying
Zhou. “HolA: Holistic and Autonomous Attestation for IoT Networks”

Besides the regular papers presented at the workshops, there were 14 invited talks.

— “Towards Decentralized Privacy-Preserving Application Intelligence” by S.
M. Chow (Chinese University of Hong Kong, Hong Kong SAR, China) at the
AlBlock workshop

— “Homomorphic Computing: Achieving the Pinnacle of Data Privacy” by Rosario
Cammarota (Intel, USA) and “A Fault Can Do Wonders: On Advanced Fault
Attacks on Protection Mechanisms, Post-Quantum Cryptography and Deep
Learning” by Shivam Bhasin (NTU, Singapore) at the AIHWS workshop

— “Fusing Al and Design to Protect Critical Infrastructure” by Aditya P. Mathur
(SUTD, Singapore) and “Trustworthy Al for Securing CPS” by Tingting Li (Cardiff
University, UK) at the AIoTS workshop

— “Oh What a Tangled Web We Weave - Securing ICS Networks” by Nils Ole
Tippenhauer (CISPA, Germany) and “Urban Water Infrastructure: Challenges and
Smart Solutions” by Zoran Kapelan (TU Delft, The Netherlands) at the CIMSS
workshop

— “Notions of Security and Trust in Virtualized Infrastructures” by Vijay
Varadharajan (University of Newcastle, Australia) and “Vulnerability Detection for
Emerging Technologies” by Paria Shirani (Toronto Metropolitan University,
Canada) at the Cloud S&P workshop

— “Hey... it’s a PDF. What can go wrong?”’ by Christian Mainka and Vladislav
Mladenov (Ruhr University Bochum, Germany) at the SCI workshop

— “Trust, But Verify: A Longitudinal Analysis of Android OEM Compliance and
Customization” by Simone Aonzo (EURECOM, France) and “From the Analysis of
Mobile Apps to the Analysis of the Mobile Ecosystem” by Antonio Bianchi
(Purdue University, USA) at the SecMT workshop

— “Towards Trustworthy AI” by Jun Sun (SMU, Singapore) at the SIMLA workshop

There was also a poster session chaired by Emiliano Casalicchio. Five posters were
included in the proceedings in the form of extended abstracts.

The ACNS 2022 workshops were made possible by the joint efforts of many
individuals and organizations. We sincerely thank the authors of all submissions. We
are grateful to the program chairs and PC members of each workshop for their great
effort in providing professional reviews and interesting feedback to authors in a tight
time schedule. We thank all the external reviewers for assisting the PC in their par-
ticular areas of expertise. We are grateful to Frontiers for sponsoring the workshops.
We also thank General Chairs Mauro Conti and Angelo Spognardi and the organizing
team members of the main conference as well as each workshop for their help in
various aspects.

Last but not least, we thank everyone else, speakers, session chairs, and attendees
for their contribution to the success of the ACNS 2022 workshops. We are glad to see
the workshops have become an important part of ACNS and provide a stimulating
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platform to discuss open problems at the forefront of cybersecurity research. We would
expect that in-person workshops will return in 2023.

June 2022 Jianying Zhou
ACNS 2022 Workshop Chair
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