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Preface

The Second International ISCIS Symposium on Security in Computer and Information
Sciences (EuroCybersec 2021) was held in Nice, France, during October 25-26, 2021.
It was supported by the European Commission H2020 Program through the IoTAC
Research and Innovation Action, under Grant Agreement No. 952684.

The symposium was organized by the European Union’s IoTAC project and the
Institute of Theoretical and Applied Informatiocs of the Polish Academy of Sciences
(IITIS-PAN), based on an open call for papers and presentations selected by the Program
Committee.

After the oral presentations, the Program Committee then reviewed the papers
that were presented to evaluate once again their originality, scientific quality, and
technical maturity, and made a further selection resulting in the nine papers included in
these proceedings. All papers coauthored by committee members were handled in an
appropriate review process.

The key areas covered by these proceedings include the Internet of Things (IoT),
cybersecurity, loT gateways, IoT attack detection and mitigation, the [oT massive access
problem, adaptive routing for security, quality of service (QoS), and energy optimization
in Fog and Edge systems that support the IoT.

EuroCybersec 2021 follows up on a previous workshop held in 2018 at Imperial
College London, UK [15], as part of the sequence of International Symposia on
Computer and Information Sciences (ISCIS) that started in 1986 and have been held
over the years in Turkey, France, the USA, the UK, and Poland [2, 7-9, 14, 18-20, 37].

The ease of access to the Internet with a very high traffic yet inexpensive business
model has raised major concerns with regard to cybersecurity, since the Internet offers
low cost high volume access not only to legitimate users but also to various malicious
users. The advent of IoT has thus created even more opportunities to attack not just
virtual facilities but also cyber-physical systems [24].

Of course, various organizations, including the European Union, have published
recommendations for Internet security and privacy [12], but this has by no means
reduced the number of cyberattacks over the years. This growing insecurity in systems
and networks also results in increased energy consumption by ICT [16, 34] due to
increased traffic as well as more software that is meant to insure secure operation. These
concerns also raise major issues that combine performance and QoS, security, and energy
consumption [27].

As a consequence, the European Commission has increasingly supported research
projects in these fields [1], with projects such as NEMESYS on the cybersecurity of
mobile telephone systems [3, 33], SDK4ED on energy savings in dependable and secure
systems [35, 36], KONFIDO [10, 11, 31, 32] on the security of health informatics
systems, GHOST [5, 6, 26] regarding the security of IoT home gateways, and SerloT
on the cybersecurity of IoT systems[4, 13].

The current project IoTAC [25] pursues this work and aims at securing IoT networks
by protecting IoT gateways using techniques such as Botnet detection and system wide
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vulnerability assessement [28, 29], disruptive checkpoints, and assuring efficient massive
IoT device access to gateways [21, 23]. The topics covered by the EuroCyberSec 2021
symposium reflected the aims of the IoTAC project.

Over 20 paper presentations were submitted of which 15 were retained for the
symposium, and nine full papers were selected for these proceedings by the Program
Committee based on technical quality. One additional review paper was invited. Over
40 participants attended, with some 15 physically present and the remainder online.

The papers in these proceedings discuss aspects specifically relevant to the IoTAC
project, and also of broad interest to cybersecurity and related European Union projects,
including other research projects and some of their outcomes, such as the combined
societal and technical implications of IoT cybersecurity.

Since software is the ultimate target of cyberattacks, software vulnerability detection
methods were examined by examining the influence of the “vocabulary” used inside
programs, relating to the security by design for software systems considered in IoTAC.
Signal processing techniques applied to digital data on the internal computer data transfer
“bus” can help detect anomalies or attacks on servers, while incremental attack detection
can also be performed, with ongoing learning and detection occurring as the packet traffic
flows into a gateway [30].

The important issue of energy consumption for battery powered drone surveillance
missions, in order to optimize actions within a mission and maximize mission duration,
is of great importance in both civilian and military applications, and is also relevant to
one of the [oTAC use cases involving Airbus industries.

The authentication of IoT devices by hardware and software means with a hybrid
approach connects us to the SETIT project, also funded by the European Commission.
Secure authentication schemes are also discussed, as well as fast adaptive routing-based
methods aimed at reducing energy consumption while improving both performance and
system security at the Edge [22].

IoT also has a massive access problem when a large number of IoT devices access
a gateway frequently or periodically, which can be addresed by novel traffic shaping
techniques [17].

We hope that you find these papers interesting and fruitful for your own research.

Erol Gelenbe
Marija Jankovic
Dionysios Kehagias
Anna Marton
Andras Vilmos
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