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Preface

This volume contains papers presented at E-Vote-ID 2022, the Seventh International Joint
Conference on Electronic Voting, held during October 4-7, 2022. This was the first in-
person conference following the COVID-19 pandemic, and, as such, it was a very special
event for the community since we returned to the traditional venue in Bregenz, Austria.
The E-Vote-ID conference resulted from merging EVOTE and Vote-ID, and 18 years
have now elapsed since the first EVOTE conference in Austria. Since that conference
in 2004, over 1500 experts have attended the venue, including scholars, practitioners,
authorities, electoral managers, vendors, and PhD students. E-Vote-ID collects the most
relevant debates on the development of electronic voting, from aspects relating to security
and usability through to practical experiences and applications of voting systems, also
including legal, social, or political aspects, amongst others, turning out to be an important
global referent on these issues.

Also, this year, the conference consisted of

— Security, Usability, and Technical Issues Track;
Governance Track;

Election and Practical Experiences Track;

— PhD Colloquium;

Poster and Demo Session.

E-Vote-ID 2022 received 34 submissions for consideration in the first two tracks.
After the submission deadline, the Programme Committee members of the respective
tracks bid for the papers to review: the respective track chairs assigned the papers, with
the aim to have each reviewed by three to five Program Committee members using a
double-blind review process. After the completion of the reviews, the track chairs led a
discussion with the reviewing Programme Committee members regarding (conditional)
acceptance or rejection. For a conditional acceptance, a shepherd was assigned to ensure
that the reviewers’ proposed changes were included and the revised paper could be
accepted. Finally, after a joint discussion, the general chairs made the final decisions with
the track chairs. As a result, 10 papers were accepted for this volume, representing 29%
of the submitted proposals. The selected papers cover a wide range of topics connected
with electronic voting, including experiences and revisions of the actual uses of E-voting
systems and corresponding processes in elections.
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We would like to thank the German Informatics Society (Gesellschaft fiir Infor-
matik), with its ECOM working group, and KASTEL for their partnership over many
years. Further, we would like to thank the Swiss Federal Chancellery and the Regional
Government of Vorarlberg for their kind support. E-Vote-ID 2022 was kindly supported
through the European Union’s Horizon 2020 projects ECEPS (grant agreement 857622)
and mGov4EU (grant agreement 959072). Special thanks go to the international
Programme Committee members for their hard work in reviewing, discussing, and
shepherding papers. They ensured the high quality of these proceedings with their
knowledge and experience.

October 2022 Robert Krimmer
Melanie Volkamer

David Duenas-Cid

Peter Roenne

Micha Germann



General Chairs

Robert Krimmer
Melanie Volkamer
David Duenas-Cid

Organization

University of Tartu, Estonia

Karlsruhe Institute of Technology, Germany

Gdansk University of Technology, Poland, and
University of Tartu, Estonia

Security, Usability, and Technical Issues Track Chairs

Melanie Volkamer
Peter Roenne

Governance Track Chairs

Robert Krimmer
Micha Germann

Program Committee

Marta Aranyossy
Roberto Araujo
Jordi Barrat i Esteve
Bernhard Beckert
Josh Benaloh
Matthew Bernhard
Enka Blanchard
Jurlind Budurushi
Jeremy Clark
Cesar A. Collazos
Veronique Cortier
Régis Dandoy
Staffan Darnolf

Constantin Catalin Dragan
David Duenas-Cid

Helen Eenmaa
Aleksander Essex

Chelsea Gabel

Karlsruhe Institute of Technology, Germany
Université de Lorraine, Loria, CNRS, France

University of Tartu, Estonia
University of Bath, UK

Corvinus University of Budapest, Hungary
Universidade Federal do Para, Brazil
Universitat Rovira i Virgili, Spain
Karlsruhe Institute of Technology, Germany
Microsoft, USA

University of Michigan, USA

Université de Lorraine, France

IT University of Copenhagen, Denmark
Concordia University, Canada

Universidad del Cauca, Colombia

CNRS, Loria, France

Universidad San Francisco de Quito, Ecuador

International Foundation for Electoral Systems,
USA

University of Surrey, UK

Gdansk University of Technology, Poland

University of Tartu, Estonia

University of Western Ontario, Canada

McMaster University, Canada



viii Organization

Micha Germann
J. Paul Gibson
Rosario Giustolisi
Kristian Gjgsteen

Nicole Goodman
Rajeev Gore
Ruediger Grimm
Rolf Haenni
Thomas Haines
Thomas Hofer
Bart Jacobs
Wojtek Jamroga
Norbert Kersting
Michael Kirsten
Reto Koenig
Steve Kremer
Robert Krimmer
Tuliia Krivonosova
Oksana Kulyk
Ralf Kiisters
Andreas Mayer
Johannes Mueller

Magdalena Musial-Karg

Andras Nemeslaki

Stephan Neumann
Hannu Nurmi
Jon Pammett
Olivier Pereira
Pascal Reisert
Karen Renaud
Adria Rodriguez
Peter Roenne
Stefan Roseman
David Ruescasn
Mark Ryan
Peter Y. A. Ryan
Giulia Sandri

Peter Sasvari
Steve Schneider

University of Bath, UK

Institut Mines-Télécom, France

IT University of Copenhagen, Denmark

Norwegian University of Science and Technology,
Norway

Brock University, Canada

Australian National University, Australia

University of Koblenz, Germany

Bern University of Applied Sciences, Switzerland

Queensland University of Technology, Australia

Objectif Securité, Switzerland

Radboud University, The Netherlands

Polish Academy of Sciences, Poland

University of Miinster, Germany

Karlsruhe Institute of Technology, Germany

Bern University of Applied Sciences, Switzerland

Inria, France

University of Tartu, Estonia

Tallin University of Technology, Estonia

IT University of Copenhagen, Denmark

University of Stuttgart, Germany

Hochschule Heilbronn, Germany

University of Luxembourg, Luxembourg

Adam Mickiewicz University, Poland

Budapest University of Technology and
Economics, Hungary

Landesbank Saar, Germany

University of Turku, Finland

Carleton University, Canada

UCLouvain, Belgium

University of Stuttgart, Germany

University of Strathclyde, UK

Scytl Election Technologies, Spain

Université de Lorraine, Loria, CNRS, France

Federal Office for Information Security, Germany

nVotes, Spain

University of Birmingham, UK

University of Luxembourg, Luxembourg

European School of Political and Social Sciences,
France

National University of Public Service, Hungary

University of Surrey, UK



Berry Schoenmakers

Carsten Schuermann

Ted Selker

Uwe Serdiilt
Rodney Smith
Mihkel Solvak
Philip Stark

Ewa Syta

Vanessa Teague
Tomasz Truderung
Siim Trumm

Priit Vinkel
Melanie Volkamer
Felix von Nostitz
Roland Wen

Jan Willemson
Filip Zagorski

Marie-Laure Zollinger

Organization

Eindhoven University of Technology,
The Netherlands

IT University of Copenhagen, Denmark

University of California, Berkeley, USA

Ritsumeikan University, Japan

University of Sydney, Australia

University of Tartu, Estonia

University of California, Berkeley, USA

Yale University, USA

Thinking Cybersecurity, Australia

University of Trier, Germany

University of Nottingham, UK

e-Governance Academy, Estonia

Karlsruhe Institute of Technology, Germany

Université Catholique de Lille, France
University of New South Wales, Australia
Cybernetica, Estonia

Wroclaw University of Technology, Poland
Université du Luxembourg, Luxembourg

ix



Contents

An Analysis of the Security and Privacy Issues of the Neovote Online

Voting SYStEIM . . ... 1
Enka Blanchard, Antoine Gallais, Emmanuel Leblond,
Djohar Sidhoum-Rahal, and Juliette Walter

Time, Privacy, Robustness, Accuracy: Trade-Offs for the Open Vote

Network Protocol . ... 19
Fatima-Ezzahra El Orche, Rémi Géraud-Stewart, Peter B. Ronne,
Gergei Bana, David Naccache, Peter Y. A. Ryan, Marco Biroli,
Megi Dervishi, and Hugo Waltsburger

Review Your Choices: When Confirmation Pages Break Ballot Secrecy
in Online EleCtions . ... .. 36
James Brunet, Athanasios Demetri Pananos, and Aleksander Essex

Running the Race: A Swiss Voting Story ............ooiiiinniiiiiinna... 53
Thomas Haines, Olivier Pereira, and Vanessa Teague

The Effect of Exogenous Shocks on the Administration of Online Voting:

Evidence from Ontario, Canada ............ ...ttt 70
Helen A. Hayes, Nicole Goodman, R. Michael McGregor,
Zachary Spicer, and Scott Pruysers

The Council of Europe’s CM/Rec(2017)5 on e-voting and Secret Suffrage:
Time for yet Another Update? ...... ... ... .. i, 90
Adria Rodriguez-Pérez

Sweeter than SUITE: Supermartingale Stratified Union-Intersection Tests
Of BIeCHIONS . ..ottt 106
Jacob V. Spertus and Philip B. Stark

They May Look and Look, Yet Not See: BMDs Cannot be Tested
Adequately .. ... e 122
Philip B. Stark and Ran Xie

Individual Verifiability with Return Codes: Manipulation Detection
Efficacy . ... 139
Paul Tim Thiirwdchter, Melanie Volkamer, and Oksana Kulyk



Xii Contents

Logic and Accuracy Testing: A Fifty-State Review .........................
Josiah Walker, Nakul Bajaj, Braden L. Crimmins, and J. Alex Halderman

Author Index



