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Preface

Computer network textbooks are mainly divided into two categories: computer
network textbooks for colleges and universities, and network engineer certification
textbooks of vendors such as Huawei, H3C, and Cisco.

Computer network textbooks for colleges and universities mainly focus on
computer communication protocols and organize contents of each chapter by TCP/
IP layers, without specific experiments and operations for these computer network
theories. As a basic course, it is reasonable to introduce principles and theories,
which are applicable to devices of all network vendors. Students in colleges and
universities have zero experience in operating and configuring network devices, and
have not even seen them before, so they are not well informed about the various
applications on the Internet. Consequently, they will feel learning theoretical net-
work courses relatively abstract and will not realize how these theories can contrib-
ute to their future work.

This book uses Huawei network devices to set up computer networks and uses
virtual machines to construct learning environments so as to design experiments and
cases for computer network theories. It can train network engineers who can both
have a deep understanding on the theories of computer data communications and use
Huawei routers, switches as well as wired and wireless devices to design and set up
campus networks.

Content Organization of This Book

This book contains 18 chapters, and the content of each chapter is briefly described
as follows:

Chapters 1 to 4 explain the theoretical basis of communication technologies,
including data communications basics, TCP/IP protocol, management of Huawei
devices, IP address, and subnetting.
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Chapter 5 explains routing basics, including the basic concepts of routing, static
routing, route summarization, and default routing.

Chapter 6 introduces dynamic routing, including introduction to dynamic routing,
dynamic routing protocol OSPF, and the configuration of OSPF protocol.

Chapter 7 explains how switches work, VLAN and inter-VLAN routing.

Chapter 8 elaborates Spanning Tree Protocol, link aggregation, Smart Link, and
Monitor Link technology.

Chapter 9 is an introduction to network security, including the working principles
of ACL and AAA.

Chapter 10 illustrates network address translation, including NAT types, imple-
mentation of Static NAT, NAPT, Easy IP, and implementation of NAT Server.

Chapter 11 explains Dynamic Host Configuration Protocol, enabling DHCP
Server on the router so as to configure IP addresses for the computers in the network.

Chapter 12 describes the enterprise network WLAN, introducing the basic con-
cepts of WLAN, the working principles and configuration implementation
of WLAN.

Chapter 13 covers IPv6, including IPv6 addressing, IPv6 address configuration,
IPv6 static routing and dynamic routing.

Chapter 14 illustrates WANSs, mainly PPP protocol and PPPoE protocol.

Chapter 15 explains the typical networking architectures and case practices of
campus networks, including the basic concepts and the case practices of the campus
network. Among them, the hands-on practice includes the design of a networking
scheme, VLAN design and planning, IP address design and planning, IP address
assignment methods, routing design, WLAN design and planning, reliability design,
egress NAT design, and security design.

Chapter 16 covers network management and operation and maintenance, includ-
ing SNMP principles and configuration, and the configuration of Network Time
Protocol (NTP) to synchronize network equipment time.

Chapter 17 explains SND and NFV.

Chapter 18 introduces network programming and automation, using Python for
network device management.

Resources of this Book

Supporting PPT.

Supporting lab manual.

After-class exercises and answers.

Syllabus and teaching plan.

QQ group and WeChat group for teaching, providing Q&A and required
software.



Preface vii
Applicable Readers

This book is a basic data communications textbook, positioned as a computer
network textbook for undergraduate colleges and universities. The data communi-
cations, knowledge, and network cases in the book are designed for the application
of computer network theories, and readers can take the HuaWei Certified ICT
Associate (HCIA) certification after learning it.

This book is suitable for students of network engineering and software engineer-
ing in colleges and universities; for employees engaged in IT operation and main-
tenance, network security, software development, and software testing; for graduate
students in computer science; and for students and employees who have passed
Huawei HCIA.
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