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Preface

Welcome to High-Speed Networks: A Tutorial. This book is the result of a journey of

the authors who have been designing and deploying high-speed networks for several

years, in particular Science Demilitarized Zones (Science DMZs). The Science

DMZ is a high-speed network designed to facilitate the transfer of big science data.

As the popularity of high-speed networks and Science DMZs surged, the need

for professionals with the skills to operate such infrastructures has increased. How-

ever, practitioners have been mostly trained to operate general-purpose networks,

which have different characteristics from those of Science DMZs and other high-

performance networks. At the time when the authors started designing and operating

Science DMZs, the available material was limited to workshops organized by ESnet,

the Scientific Networking Division at Lawrence Berkeley National Laboratory in the

United States (U.S.).

This book tries to address the above gap. It provides practical knowledge and

skills on Science DMZs and high-speed networks in general, which are reinforced

with virtual laboratory experiments.

Audience

This book is for industry professionals and for students in computer science,

information technology, and similar programs, who are interested in learning

fundamental concepts related to high-speed networks and corresponding imple-

mentations. The book assumes minimal familiarity with networking, typically

covered in an introductory networking course. It is appropriate for an upper-level

undergraduate course, for a first-year graduate course, and for self-pace learning by

industry professionals.
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vi Preface

What is Unique About This Book?

The book delves into protocols and devices at different layers, from the physical

infrastructure to application-layer tools and security appliances, that must be

carefully considered for the optimal operation of Science DMZs and high-speed

networks. In contrast to traditional books, the book is accompanied by hands-on

virtual laboratory experiments that are conducted on a virtual platform.

The Virtual Platform and Virtual Laboratory Experiments

The virtual platform enables learners to immediately deploy virtual networks

composed of an equipment pod (routers, switches, servers, firewalls, etc.) needed for

mastering a topic. Experiments help learners to reinforce concepts and to learn how

to optimally configure and manage network devices, based on real measurements

and observations. Access to the platform is available for a fee and includes all

material required to conduct the experiments. The URL of the virtual platform is:

http://highspeednetworks.net/

Organization

The book follows a bottom-up approach. Chapter “Introduction to High-Speed Net-

works and Science DMZ” presents the motivation for Science DMZs and high-speed

networks. Chapter “Network Cyberinfrastructure Aspects for Big Data Transfers”

describes limitations of general-purpose networks when transferring large data

sets across a Wide Area Network (WAN), and explores the cyberinfrastructure

required to support such transfers. It also discusses different options a network

may have to connect to other networks. Chapter “Data-Link and Network Layer

Considerations for Large Data Transfers” describes attributes related to routers and

switches, which have large impact on performance, including router’s buffer size,

maximum transmission unit (MTU), and others. Chapter “Impact of TCP on High-

Speed Networks and Advances in Congestion Control Algorithms” discusses key

features at the transport layer, such as TCP congestion control, pacing, and parallel

connections. Chapter “Application and Security Aspects for Large Flows” presents

application-layer tools used to support large data transfers. Chapter “Security

Aspects” describes security challenges arising in Science DMZs and high-speed

networks, and presents best practices. Chapter “Challenges and Open Research

Issues” discusses challenges and open research issues.

http://highspeednetworks.net/


Preface vii

Relevance of Networking Tools

The book provides a set of virtual laboratory experiments at the end of most

chapters. All equipment pods are implemented with appliances running real protocol

stacks. Examples include iPerf3, the Network Emulator (NETEM), traffic control

(tc), and Zeek intrusion detection system. Recognizing the impact of Mininet on

networking, the authors decided to use this network emulator to create topologies

for the laboratory experiments. All tools are based on open-source software, which

reflects industry trends. Specifically, over the years, the authors observed that open-

source software has been increasingly used to design, build, test, and control

networks. For example, since the original publication of the paper describing

Mininet in 2010, Mininet has gained wide adoption in the industry and academia.

Mininet’s paper has received the ACM Test of Time Award.
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