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Preface

The NordSec workshops were started in 1996 with the aim of bringing together re-
searchers and practitioners within computer security in the Nordic countries — thereby
establishing a forum for discussions and co-operation between universities, industry and
computer societies. Since then, the workshop has developed into a fully fledged interna-
tional information security conference, held in the Nordic countries on a round robin
basis. The 14th Nordic Conference on Secure IT Systems was held in Oslo on 14-16
October 2009. Under the theme Identity and Privacy in the Internet Age, this year's
conference explored policies, strategies and technologies for protecting identities and
the growing flow of personal information passing through the Internet and mobile net-
works under an increasingly serious threat picture. Among the contemporary security
issues discussed were security services modeling, Petri nets, attack graphs, electronic
voting schemes, anonymous payment schemes, mobile ID-protocols, SIM cards, net-
work embedded systems, trust, wireless sensor networks, privacy, privacy disclosure
regulations, financial cryptography, PIN verification, temporal access control, random
number generators, and some more.

As a pre-cursor to the conference proper, the Nordic Security Day on Wednesday 14
October hosted talks by leading representatives from industry, academia and the gov-
ernment sector, and a press conference was given.

On Thursday 15, a keynote talk was given by Simone Fischer-Hiibner, University of
Karlstad, Sweden, on the currently strongly researched topic of identity management,
entitled Privacy-Enhancing Identity Management — Challenges for the Future and on
Friday 16 October, a keynote entitled: Identity Management on the Internet: Opportuni-
ties and Challenges for Mobile Operators was given by Do van Than, Senior Research
Scientist at Telenor R&I and Professor at the Norwegian University of Science and
Technology (NTNU).

The conference received 52 valid submissions, and 20 regular papers were chosen for
presentation and inclusion in the LNCS proceedings by Springer. In addition 8 short
papers were chosen for presentation at the conference. All papers were peer reviewed by
at least two reviewers, most papers by three, and some by four.

We would like to thank all the people who helped in making the 14" Nordic Confer-
ence on Secure IT Systems a scientific and social success. First, we commend the Steer-
ing Committee for the decision to allow the conference to be held at the University of
Oslo, and for their advice on the general format of the event. Secondly, a heartfelt
thanks goes to the Program Committee members and the sub-reviewers who spent valu-
able time reviewing and discussing the review results. The smooth submission and
review processes were run by the Springer OCS, giving invaluable support to the PC, in
particular the PC Chair. We also thank the staff at Springer for their advice and support
during the preparation of the proceedings.

And last, but not least, we thank the Organizing Committee for the impeccable or-
ganization and running of the conference.

October 2009 Audun Jgsang
Torleiv Maseng
Svein Johan Knapskog
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