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Preface 

The second International Conference on Applied Cryptography and Network 
Security (ACNS 2004) was sponsored and organized by ICISA (the International 
Con muni cations and Information Security Association), It was held in Yellow 
MOllntain, China, June 8-11, 2004, The conference proceedings, representing 
papers fTOm the academic track, are published in this volume of the Lecture 
Notes in Computer Science (LNCS) of Springer-Verlag. 

Th" area of research that ACNS covers IUlE been gaining importance in recent 
years due to the development of the Internet, which, in tum, implies global 
exposure of computing resources, ~1any fields of research were covered by the 
progTam of this track, presented in this proceedings volume. Wc feel that the 
papers herein indeed reliect the state of the art in security and cryptography 
rescarch, worldwide, 

Th,ô program committee of the conference received a total of 297 submissions 
from ail over the world, of which ::16 submissions were selected for presentation 
during the academic track. In addition to this track, the conference also hosted 
a t,ôchnicaliindustrial track of presentations that were carefully selected as weiL 
Ali su brnissions were reviewed by experts in the relevant areas, 

Stmting from the first ACNS conference last year, ACNS has given best paper 
awa.rds, Last year the bpst student paper award went to a paper that tllrned out 
to be the only paper written by a single student for ACNS 2003, It was Kwong 
H. Yung who got the award for his paper entitled "Using Feedback to Improve 
M'lBquerade Detection." Continlling the "best paper tradition" this year, the 
committee decided to select two student papers arnong the many high-quality 
papers that were accepted for this conference, and ta give them best stlldent 
paper awards, These papers are: "Security Measurements of Steganographic Sy
stLms" by \Veiming Zhang and Shiqu Li, and "Evaluating Security of Voting 
SC.~emes in the Universal Composability Framework" by Jens Groth. Both pa
pers appear in this proceedings volume, and wc would like to congratulate the 
recipients for their achievements, 

l'vhny people and organizations helped in making the conference a reality, We 
wOllld like to take this opportunity to thank the program committee members 
and the external experts for their invaillable help in producing the conference's 
pmgram, '\lv'e also wish ta thank Thomas Herlea of KU Leuven for his extraor
dhary efforts in helping us to manage the sllbmissions and for taking care of al! 
the technical aspects of the review process, Thomas, single-handedly, served as 
the technieal support commit tee of this conference! We extend our thanks also 
to the general chair Jianying Zhou (who also served as publication chair and 
hE lped in many other ways), the chairs of the technicaliindustrial track (Yongfei 
Han and Peter Landrock), the local organizers, who worked hard to assure that 
the conference took place, and the publicity chairs, Wc also thank the variolls 
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VI Prefet,",' 

sponsoring cornpa.nies and gOVèl'mmmt bodies. Fimdly, we would :ike t,o t bank 
"l! rhe HUtJlOfS who submitted pa.pers to Hw confercn<:p. 

April 2004 Markus Jakobsson and .'v[oti Yung 



B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T

ACNS 2004 

Second International Conference on Applied 
Cryptography and Network Security 

Yellow Mountain, China 
June 8~11, 2004 

Sponsorcd and organized by the 

International Communications and Information Security Association (ICISA) 

In co~ operation with 

MiAn Pte Ltd (ONETS), China 
RSA Security Ine., USA 

Ministry of Science and Technology, China 
Yellow Mountain City Government, China 

Ge neral Chair 

Jianying Zhou .... ~ .. ~ . 

Pro gram Chairs 

M2.rkus J akobsson 
Me,ti Yung ......... . 

Program Committee 

Masayuki Abe .. 
]\". Asokan 
Feng Bao 
Kijoon Ghae 
Ed Dawson ..... 
Xi.~otie Deng .. ~ .... . 
Philippe Golle .... ~. 
Di.eter Gollmann 
Goichiro Hanaoka .. ~ 

El:; van Herreweghen 
Chi-Sung Laih ... 
Kwok-Yan Larn 
H~,ejo Lee 

. ......... Iustitute for Infocomm Research, Singapore 

.... RSA Labs, USA 
... Columbia University, USA 

. ............. ;-.ITT, lapan 
. Nokia, Finland 

.. 12R, Singapore 
..... Ewha. Women's Vniv., Korea. 

. ~ ... ~. . ........ QUT, Australia. 
.. City Vnlv. of HK, China 

. ....... PARC, VSA 
.... TV lIamburg, Germany 

. Vniv. of Tokyo, Ja.pan 
.. ~ ... IBM, Zurich 

. ... NCKU, Taiwan 
.... Tsinghua Cniv., China 

.... Korea Vnlv., Korea 



B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T

VIII Organization 

Pil Joong Lep 
Hdgpf Lipmaa 
Javier Lopez 
Charanjit J utla 
Hiroaki Kikuchi 
Kwangjo Kim 
\Venbo Mao 
David Naccachc 
Clmnathip Nampremprc 
l'hong Nguyen 
Adrian Perrig .... . ........ . 
Josef Pieprzyk 
Radha Poovendran 
Tomas Sander 
Dawn SOlJg 
Julien Stern 
SaI Stolf" 
Michael Szydlo 
\.Ven-Glley Tzeng 
Shouhuai X 11 

Bennet Ycc .. 
Yuliang Zheng 

..... Postech, Korea 
Hc:sinki llniv. of Tr.'ch .. Finiand 

Univ. of:vfalaga, Spain 
.IBM T.J. Watson, USA 

.... (lniv. of Toka', .Japan 
...... Info. & Communication UlllV .. K'D.·'il 

. HP Labs, tTI< 
· Cpmplus, Frauce 

. Thalllmasat tl., Thailand 
.. ENS. [rallcf' 

.. Carnegie \1ellOll Univ. T.::'A 
. J\lacquarie University, Australi" 

.. Univ. of Washington. USA 
HP Labs. USA 

.. Carnegie J\kllon Uni v .. USA 
. Cryptolog Intt'rri:üional, France 

... Columbia Uni\' .. USA 
..... USA Labs, USA 

.... \'CTU. Taiwitll 
... Univ. of Texari al Sall Antonio, OSA 

. .. Gongl", USA 
. UNe: Charlotte. USA 

Chairs of Technical/Industrial T'rack 

Yongfei Han 
Peter Landrock 

Publicity Chairs 

Michael Szydlo 
Gllîlin Wang .. 

Technical and Administrative Support 

Thomas Herlca 
Li Xue 

External Reviewers 

· . ONETS, China 
... Cryptomathic, Demuark 

RSA Lab,;. I;SA 
· . 12R, SillgapOrt' 

. Re LeuH'll, BclgiUIll 
........... O"lETS, China 

!Yliehe! Abdalla, Nuttapong Attrapadung, Dan Bailey, Dirk Balfanz, Endre· 
Felix Banger!.er, Alexandra Boldyreva, Colin Boyd, Eric Brier. Julien DroJ[· 
chier, Sonja Buchegger. Christian Cachin, .Tan Canwlliseh, Cedric Card()l1-
nel, Haowen Chan, Xiaofeng Chen, Benoît Chevallier.\Iames, Hnng Chitll, 
Jung-Hui Chiu, .Tae-Gwi Choi, Chen-Kang Chu, Sill-Leung Cllllllg, And
rew Clark, Scott ContinL Jean-Sébastien Coron, Yang Clli, '\lattbew Daiky. 



B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T

Organization IX 

Jean-François Dhem, Xuhua Ding, G'enn Durfee, Pasi Eronen, Chun-I Fan, 
Ser~;e Fehr, Atsushi Fujioka, Eiichiro Fujisaki, Debin Gao, Philip Ginzboorg, 
Jua1ma Gonzalez-Nieto, Louis Coubin, Zhi Guo, Shin Seong Han, Yumiko 
Har.aoka, Helena Handschuh, Matt Henricksen, Sha Huang, Yong Ho Hwang, 
Tetsuya Izu, Moon Su Jang, Ari Juels, Burt Kaliski, Bong Hwan Kim, Byung 
JOOfJ Kim, Dong Jin Kim, Ha Won Kim, Kihyun Kim, Tae-Hynng Kim, Yuna 
Kim, Lea Kissner, Tetsutaro Kobayashi, Byoungcheon Lee, Dong Hoon Lee, 
Hni-Lung Lee, Chin-Laung Lei, Jung-Shian Li, Mingyan Li, :V1inming Li, 
Tieyan Li, Becky Jie Liu, Krystian Matusiewiez, Bill Millan, llya Mironov, 
David M'Raihi, Yasusige Nakayama, Gregory Neven, James Newsome, Valtteri 
Niemi, Takashi Nishi, Kaisa Nyberg, Luke O'Connor, Kazuto Ogawa, Miyako 
Ohkubo, Jose A. Onieva, Pascal Paillier, Dong Jin Park, Heejae Park, Jae 
Hwan Park, 100nhah Park, Lconid Peshkin, Birgit Pfitzmann, James Rior
dan, Rodrigo Roman, Ludovic Rousseau, Markku-Juhani Saarinen, Radha 
Sanpigethaya. Paolo Scotton, Elaine Shi, Sang Uk Shin, Diana Smetters, 
Mi1;uel Soriano, Jessica Staddon, Ron Steinfeld, Reto Strobl, Hong-Wei Sun, 
Koutarou Suzuki, Vanessa Teague, Lawrence Ten, Ali Tosun, Johan Wallen, 
Guilin Wang, Huaxiong Wang, Yuji Watanabe, Yoo Jae Won, Yongdong \Vu, 
Yeon Hyeong Yang, 'Tommy Cuoming Yang, Sung Ho Yoo, Young Tae Youn, 
Da.? Hylln Yum, Rui Zhang, Xinwen Zhang, Hong Zhao, Xi-Bin Zhao, Yunlei 
Zhao, Huafei Zhu 



B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T



B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T

Table of Contents 

Security and Storage 

CamouflageFS: Increasing the Effective Key Length 
in Cryptographie Filesystems on the Cheap .. 

Michael E. Locasto. AngelaB D. Keromytis 

PTivate Keyword-Based Push and Pull with Applications 
tü Anonymous Communication ..... , . , ... 

Lca KissncT, Alina Oprea, ,\,fichael K. Reiter, Dawn Song, 
Ke Yang 

Secure Conjllndive Keyword Search over Encrypted Data. , ... , ....... ' 
Philippe Golle, Jessica Staddon, BTent Waters 

Provably Sec ure Constructions 

E· ... aluating Security of Voting Schemes 
in the Universal Composability Framework ' , ........ ,. .,., ......... . 

Jens Croth 

Verifiable Shllffles: A Formai Model and a Paillier-Based 
Efficient Construction with Provable Security. , . , . , . , 

Lan Nguyen, Rei Safavi-Naini, KaON' Kurosawa 

On the Secllrity of Cryptosystems with All-or-Nothing Transform 
Rui Zhang, Goichiro Hanaoka, Hideki lmai 

Internet Security 

16 

31 

46 

61 

76 

Centralized Management of Virtual Security Zones in IP Networks .. , .. , 91 
Antti Peltonen, Teemupekka Virtanen, Esa Turliainen 

S-RIP: A Secure Distance Vector Routing Protocol ' .. , . 
Tao Wan, Evangelos Kmnakis, Panl C. van Oorschot 

A Pay-per-Use DoS Protection Mechanism for the Web. 
Angelos Stavron, John Ioannidis, Angelos D, Keromytis, 
Vishal Misra, Dan Rubenstdn 

Digital Signature 

Limited Verifier Signature from Bilineiu Pairings, . 
Xiaofeng Chen, Fangguo Zhang, Kwangjo Kim 

103 

120 

135 



B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T

Deniabie Ring Authentication Revisited 
Willy Susi/o, y, M'li 

A Fully-Functiona: Group Signature Scheme 
ovcr Only Known·Order Group 

A tSl1ko "fiya]", K onu: l./meda 

Security Modelling 

Sorne Observations on Zap and Its Applications. 
Yunle-i Zhao, C.H Lee, Yiminq Zhao, Hong Zhu. 

Security Measurernents of Steganographic Systems 
Weimmg Zhang, Shiqu Li 

X2Rep: Enhanced Trust SPlllalltics for the XRep Protoco! ... 
Nathan CurtIs, Re', Saf(wi·Naini, Willy Susilo 

Authenticated Key Exchange 

Hi·) 

.IS() 

194 

One-Round Protocols for Two-Party Anthcnticated Key Exchange 220 
Ik Rae Jeong, Jona.than Katz, Dong Hoon Lee 

Password Authenticated Key Exchange 1;8ing Quadratic Residues . 2:l:3 
MIt1~iang Zhang 

Key Agreement Using Statically Keyed Authenticators. 248 
Colin Boyd, Wenbo Alao, Kenneth G. Po.terson 

Security of Deployed Systems 

Low-Latpncy Cryptographie Protection for SCADA ComIrmnications 26:l 
Andrew K. Wright. John A. Ki/ws/, .101' McC(l'{'iy 

A Best Praetice for Root CA Key Update in PKI .. . . . . . . . . . .. . ..... :l7R 
InKyounq Jeun, JoruJwook Park, Ta.eKyu Choi, Sang Wan Park, 
BaeHyo PaTk. IIyun!lK/1;tJn Lee, YongSup Shin 

SQLrand: Prevcnting SQL Injection Attackti . . ... 292 
Stephen W. B01fd. Anqelos D. Kemmyiis 

Cryptosysterns: Design and Analysis 

Cryptanalysis of a Knapsaek B&sed Two-Lock CryptosystCtll 
B'in Zhl1ny, HongJ'1n Wu. D"n'lg1w Fenq. Feny Bao 

Sm'cess Probability in x2.Attacks 
Tl1kashi Matsnnal:a. Atsul,:o Ivliyajl. Yunkz Ta/.:ano 

:ll () 



B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T

Table of Contents XIII 

1\lore Generalized Clock-Controlled Alternating Step Generator 
Ali A. Kanso 

Cryptographie Protoeols 

FDLKH: Fully Decentralized Key Management Scheme 

326 

on Logical Key Hierarchy ............. . .......... 339 
Dai,mke Inoue. MaS(lhiro Kuroda 

U nconditionally Non-interactive Verifiable Secret Sharing Sec ure 
against Faulty Majorities in the Commodity Based Model. ...... 355 

Anderson C.A. Na.scimento, ,loern Mueller-Qua.de, Akira Otsuka, 
Goichiro Hanaoka, Hideki [mai 

C'yptanalysis of Two Anonymous Buyer-Seller Waterrnarking 
P"otocols and an Irnprovernent for True Anonyrnity ... . . . . . . . .. ...... 369 

Bok-l'vlin Goi, Raphael C. W. Phan, Yanjiang Yang, Feng Bao, 
Robert H Deng, M. U. Siddiqi 

Side Channels and Protoeol Analysis 

Security Analysis of CRT-Based Cryptosystems . . .................. 383 
K atsuyuki Okeya, Tsuyoshi Takagi 

Cryptanalysis of the Counterrneasures Using R.andomized 
Hinary Signed Digits ................... . . . . . . . . . . . . . . . . . . . . . . . . . .. 398 

Dong-Guk Han, Katsuyuki Okeyn, Tac Hyun Kim, 
Yoon Sung Hwang, Young-Ho Park, Souhwan Jung 

~Neaknesses of a Password-Authenticated Key Exchange Protocol 
between Clients with Different Passwords . . . . . . . . . . . . . . . . . . . . . . . . . . . 414 

Shuhong Wang, ,lie Wang, Maozhi Xu 

Intrusion Detection and DoS 

Advanced Packet Marking Mechanism 
with Pushback for IP Tl'aceback 

Hyung- Woo Lee 
426 

A ParaUel Intrusion Detection System for High·Speed Networks. . 439 
Hniguang Lai, Shengwen Gai, Hao Huang, ,lunyuan Xie, HlLi Li 

A Novel Framewol'k for Alert Correlation and Understanding . . .152 
Dong l'n, Deborah Frincke 

Crypt.ographie Algorit.hms 

An Improved Algoritbm for uP nQ Vsing .JSF1 
BaiJie KlLang, YneFei Zhu, Ya,luan Zhang 

....... 467 



B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T

XIV Table of Contents 

New Table Look· Op !Vlethods for Faster Frobenius Map Based 
Scalar Multipiieation Ove! G F(p") , ' 

Pala8h 8a;rknT'. Prndet:p J<.
P

'j,1Ttar /vlishnL, Rana IJnrun 

Batch Verilication f,l!' Equality of Discrete Logarithms 
and Threshold Decryptions. 

Riza Aditya, Kun Peng, ColIn Boyd, Ed Dawson, 
Byounqcheo'fl Lee 

Author Index 

479 

i!l4 




