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Preface

This is the Proceedings of the Fourth Workshop on Computer-Aided Verification
(CAV ’92), held in Montzeal, June 29 - July 1, 1992. The objective of this series
of worksheps is to bring together researchers and practitioners interested in
the development and use of methods, tools and theories for the computer-aided
verification of concurrent systems. The workshops provide an opportunmty for
comparing varicus verification methods and practical tools that can be used to
assist the applications designer. Emphasis is placed on new research results and
the application of existing results to real verification problems.

Of the 75 papers that were submitted, 31 were accepted for presentation.
Leslie Lamport gave the invited talk on hierarchical structure in proofs, Amir
Pnueli was the banquet speaker. There were sessions deveted to Reduction
Techniques, Proof Checking, Symbolic Verification, Timing Verification, Partial-
Order Approaches, Case Studies, Model and Proof Checking, and Other Ap-
proaches.

Financial support was provided by Concordia University, Computer Research
Institute of Montreal (CRIM), Bell Northern Research (BNR), the IDACOM-
NSERC-CWARC Industrial Research Chair on Communication Protocols, the
Institut National de la Recherche Scientifique (INRS-Telecommunications), the
Natural Sciences and Engineering Research Council of Canada (NSERC), and
the University of Montreal.

The Program Committee reviewed, managed other reviewers, and helped in
the establishment of the program. The Steering Commitiee, consisting of E.M.
Clarke (Carnegie Mellon University), R.P. Kurshan (AT&T Bell Laboratories),
A. Pnueli (Weizmann Institute), and J. Sifakis (LGI-IMAG), reviewed and of-
fered council at appropriate moments, This year, the Program Committee mem-
bers were: R. Alur (AT&T Bell Labs}, R. Brayton (UC Berkeley). E. Brinksma
(U. Twente), E. Cerny (U. Montreal}, C. Courcoubetis (U. Crete), R. de Simone
(INRIA), D. Dill (Stanford U.), A. Emerson (UT Austin), Q. Grumberg (Tech-
nion), H. Hiraishi (Kycto Sangyo U.), G. Holzmann (AT&T Bell Labs), W.A.
Hunt Jr. (CLI), K. Larsen {Aalborg U.}, P. Loewenstein (Sun), A. Mazurkiewicz
(Polish Acad. Sci.), L. Paulson {(Cambridge U.}, D.K. Probst (Concordia U.),
B. Steffen (TU Aachen), D. Taubner (sd&m GmbH) and P. Wolper (U. Liege).
The names of additional reviewers are listed on the following page.

Gregor v. Bochmann was General and Program Chair. David K. Probst was
Local Arrangements Chair and much more. Lucie Levesque was Registration
Chair and resource person. Anindya Das was Treasurer. Stan Swiercz and Daniel
Quimet provided technical support for tool demonstrations. Most of the articles
in this volume were typeset using the KTpX document preparation system and
Springer-Verlag’s LNCS style file, slightly modified.

Gregor v. Bochmann
Mentreal, January 1993 David K. Probst
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Botma (U Twente), A. Bouajjani (LGI-IMAG), A. Bouali (INRIA), G. Boudel
(INRIA), O. Burkart (RWTH Aachen), I. Castellani (INRIA), A. Claen (RWTH
Aachen), H. Eertink (U Twente), P. Eijk {U Twente), U. Engberg (Aarhus U),
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Modular Abstractions for Verifying Real-Time
Distributed Systems

Hana De-Leon and Orma Grumberg
Computer Science Departrment
The Technion
Haifa 32000, Israel
orral@es.technien.ac.il

1 Introduction

Temporal logics are widely used as languages for specilying system behaviors, Within
temporal logics, qualitative reference 1o time {(e.g., “eventually”, “always") is possible,
Real-1ime syslems are systems in which the correct behavior depends not only on the
actions performed, but also on the time duration of each action. In order to specify
the behavior of such systems, quantitative reference 1o time is necessary. Real-time
temporal logics include quantitative reference to time (€.g., “within 5 time units™) and
therefore are suitable to express properties of real-time systems.

Considerable rescarch has recently been done on the specification and verification of
finite-state real-time systems ((ACD9O], [AH&%],[Alu91], [EMSS89], [Ha88], [HLP0],
and others). A number of specification Janguages have been suggesied, models o
describe real-time systems have been presented and the problems of satisfiability and
model checking have been investigated. A comprehensive survey of recent work appears
in [AH91].

In shis work, we address the verification of finite-state, real-time distributed systems.
The number of slates of a distributed system may grow exponentially with the num-
ber of its components, thus state explosion may occur. Following sclutions that work
well with untimed systems, our verification methodology is based on two main ideas,
modularity and abstraction. We exploit the medular strncture of the system to reduce
each of the components by absiracting away from details that are irrelevant for the
required specification. The abstract components are then composed to form an abstract
system to which a model checking procedure is applied. The abstraction relation and
the specification language are chosen (¢ guarantee that if the abstract system satisfies a
specification then the original system satisfies it as well.

Since each of the components is absiracted independently, our methodology enables
casy and modular changes of a verified distributed system. When replacing a component
in an atready verified system, it is enongh to show that the original component is an
abstraction of the new one. This immediately implies that the new system satisfies the
specification. Thus, an application of a model checking procedure 1o the new system
is avoided. Moreover, by proving a system correct we actually prove correct a whole
family of instantiations of the system,

Similar verification methodoiegies appear in [Ku90] for the linear-time case and
in {SGY0] and [GL91} for the branching-time case. However, none of them considers
the real-time framework, Real-lime models for processes and composed systems are
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suggested in [NS90] in the context of process algebra. However, they consider strong
bisimulation while our absiraction is a preorder. Also, they do not consider any temporal
specification language.

The logic K7L is a branching-time version of the linear-time, real-time logic T PT L,
presented in [AH89]. A formula in the logic is:

EQz(p— AQy(g A y<z+10))

It means that for some path, it is a/ways true (at time ) that if  holds then along every
path, eventually (at time y) q holds and ¥ < =4 10. In other words, whenever p becomes
iruc, then ¢ becornes truc within 10 time units. x and y are variables that freeze the value
of the clock at certain events. The freczing variables range over the natural numbers,
They can be compared by means of > and modulo a time constant.

We developed a model checking procedure for RT'L, which is exponential in the
size of the formula and linear in the size of the model. The exponent arises from the
time constants, represented in the formula by leg n symbols, but induce » computation
steps. T PT'L is a powerful language {({AH90I) however, model checking for TPT'L
although linear in the size of the model is double exponential in the size of the formula.
Thus, we are motivated to choose the branching version of TPT°L as our specification
language. Due to lack of space, we do not present our model checking here. Its details
can be found in [DG92].

QOther branching-time real-time logics are suggested in [EMS5S89], [ACDS(Q] and
[Alu91], all sclving the modesl checking problem for global systems. The first one
suggests a simplified modet of computation in which each transition takes exactly one
time unit. The others discuss dense time and it is not clear how to introduce the notions
of processes and composition into this framework.

In this work, real-lime processes and real-time systems are modeled by state iran-
sition graphs in which states are labeled by atomic propoesitions and transitions are
labeled by action names and time doration. We adopt the concept of two alternating
phases of synchronous and asynchronous behaviors, suggested in [NS90]. All processes
synchronize on time progress, while between two time progresses, processes cooperate
asynchronously. Processes communicate via Aandshaking message passing.

Four types of actions are introduced: internal actions, message passing actions, in-
terrupt actions and alternative actions. The first two Lypes are self explanatory. Intetropts
are communication actions with higher priority, i.e., a process that can receive an in-
terrupt must do so, unless it is invoived in another interrupt. Alternative actions are
performed by a process only if the communication actions associated with them are not
enabled. Their aim is to avoid deadlocks caused by waiting for communications to be
enabled. By means of alternaiive actions a bounded delay may be modeled.

Two notions of abstraction are introduced, each defining a preorder on the model
domain. One is an adaptation of the preorder presented in [SG90] to include reference
to time duration of actions, The language preserved by this abstraction is a sublanguage
of RTI, denoted RT'L 4, in which only universal path quantifiers are allowed, The
other is based on the stuttering equivalence for CTL_x and CTL* 4, presented in
[BCGB88]. This abstraction atlows further reduction, since a sequence of events can be
abstracted (0 one event, provided that this sequence is ‘unobservable’ with respect to
the specification. i.¢., all states along the sequence are identically labeled, all actions are
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internal and the sequence takes zero time. Note that, since our time is discrete, zero time
means time duration that is smaller than the chosen time ynit. The swttering preorder
preserves the language RT'L 4 - .2¢, which is a sublanguage of R1"L 4 from which the
next operator has been eliminated. Thus, stuttering preorder enables further reduction
but preserves a smaller set of properties. We present an example in which stuttering
preorder is used to verify a specification expressible in RTL 4_pnex:.

The rest of the paper is organized as follows. The logic BT L is described in Section
2. In Section 3 the framework for verifying distributed systems is presented. Sections
3.1, 3.2 and 3.3 describe the structures used to model distribated systems. Section
3.4 describes the abstraction relation and the logic RT'L 4. Section 3.5 presents the
verification methodology and Section 3.6 includes the stuttering abstraction. In Section
4, an apphication of the methodology is exemplified on an alternating bit protocol. We
conclude in Section 5 with a discussion of our results.

2 Thelogic RT L

Let AP be a set of atomic propositions and let V' be a set of variables. ¥e € N, ¥z €
V, z,cand (z + ¢) are time expressions.

Defenition : The setl of atomic formulas consists of all p € AP. Also, if 7 and x; are
time expressions then 7, < m and m; =, w3 are atomic formulas,

We use the symbol ~ ta represent the relation =, or <,

Defenition : The logic RTL is the set of formulas inductively defined as follows:

1. If [ is an atomic formula then f & RTL.
2 If f,g cRTLthen—~f, fAg, Acz.f, EefUyg, Ax.fU yg €RTIL.

We use the following abbreviations (where E/Af denotes the formulas £f or Af):
Eox.f==Aocz~f E/AC2.f=EfAtruelz.f EfAOz.f=-A/ECz~f

Defenition : A timed Kripke structure Af = (5, R, L) is a Kripke structure in which
each (ransition is labeled with a value over the natural numbers, denoting the time
duration of the transition. {sq, fo), (¢1,%1),{s2.12) . .. is a path in M from sg iff ¥i &
N (S,‘,f,,s,‘_i_l) c R,

Defenition : Let T be a variable which represents the “corrent time” (T & V). £ isan
environment iff £ is a function from the time expressions over V U {T'} 1o IN which
satisfies the following: Yz € VU{T}, Ve €N, £(¢) = cand e(z+ ¢} = ¢(z) +¢(c).
Defenition : Lei < be an environment. £[x; 1= ¢1, &2 := ¢3,..., 2, 1= ¢s] 1S anen-
vironment in which ¥i1 < ¢ < n the value of z; is ¢;. The values of all other variables
are the same as in €.

The semantics of RTL is defined with respect to atimed Kripke structure M = (5, R, L),

s € S and an environment £, We use the notation M, s, ¢ = f to denote that f is true
in state s, in the structure A, with respect to environment €, M is omitted when no
confusion may occur.

Defenition : The satisfaction relation |= is inductively defined as follows:

l.ifa€ APthens e = eiffa € L(s).
s,eEfiffse-fands e fAagiffs,c= fands,c =g





