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Foreword

The ficld of systems programming primarily grew out of the efforts of many
programmers and managers whose creative energy went into producing practical
utilitarian systems programs needed by the rapidly growing computer industry.
Programming was practiced as an art where each programmer invented his own
solutions to problems with little guidance beyond that provided by his immediate
associates. [n 1968, the late Ascher Opler. then at IBM, recognized that it was
necessary to bring programming knowledge together in a form that would be
accessible to all systems programmers. Surveying the state of the art. he decided
that enough usetul material existed to justify a significant codification effort. On
his recommendation, IBM decided to sponsor The Systems Programming Series
as a long term project to collect, organize. and publish those principles and
techniques that would have lasting value throughout the industry.

The Series consists of an open-ended collection of text-reference books. The
contents of each book represent the individual author’s view of the subject area
and do not necessarily reflect the views of the IBM Corporation. Each is
organized for course use but is detailed enough for reference. Further, the Series
is organized in three levels: broad introductory material in the foundation
volumes, more specialized material in the software volumes, and very special-
ized theory in the computer science volumes. As such, the Series meets the needs
of the novice, the experienced programmer, and the computer scientist.

Taken together, the Series is a record ot the state of the art in systems
programming that can form the technological base for the systems programming
discipline.

The Editorial Board

IBM EDITORIAL BOARD

Joel . Aron James P. Morrissey

Richard P. Case. Chairmun George Radin

Gerhard Chroust David Sayre

Robert H. Glaser Heinz Zemanck

Charles L. Gold William B. Gruener (Addison-Wesley)

Paul S, Herwitz
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Preface

This book is concerned with the security and integrity of information
that is maintained in databases. Topics that are central to this concern
are treated in depth, and important related topics are introduced. The
book is aimed at a reader with some technical background in the com-
puting field and with a serious interest in database security. Some back-
ground in database systems is also desirable; this could be a college
course, experience in using or managing & database system, experience
in designing or implementing a database management system, or a general
cultural acquaintance with databases combined with other systems
experience.
We have in mind three classes of readers:

®  students
®  system designers and programmers, and
B people responsible for managing and auditing the security of database
systems.
The book may be used in different ways by these different groups
of readers.
For the student

The book is designed to be useful for a senior level or graduate course
in computer science or management science. All chapters are appropriate
for study, but a shorter course can be obtained by skipping special topics,
such as privacy (Chapter 2). distributed databases (Chapter 12). or sta-

vii
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viii Preface

tistical databases (Chapter 13). Integrity (Chapter 8) is a self-contained
unit that could be omitted if the course is restricted to security.

For the system designer and programmer

For thesc readers the book provides a conceptual framework plus a
comprchensive analysis of useful principles and techniques. The security
designs of important database systems are covered. Again. special topics
can be skipped.

For the security administrator or auditor

These readers can skip the more theoretical chapters and those dealing
with design and programming technology. These are Chapters 6. 8, 10,
11, and 13. The remaining chapters should be useful for explaining why
database security and integrity are important, creating an awareness of
securily and integrity threats and defensive measures, providing a con-
ceptual framework, and relating auditing and control to that framework.

For all readers, and tor the researcher as well, the references and
the annotated bibliographies should be valuable.

Structure of the Book

Chapter | defines the topics of the book. argues for their importance,
and introduces basic terminology. Chapter 2 reviews privacy concepts,
privacy legislation, and current privacy issues. Chapter 3 summarizes
the basic concepts and terminology of database systems. Chapter 4 is
an overview of the entire computer security problem, showing where
databasc security fits in. Chapter 5 discusses possible security policies.
while Chapter 6 introduces models of database security. One of these
models 15 used to structure some of the remaining chapters. The next
chapter considers issues of authorization; that is, how users’ rights to
access the database are specified. Problems and techniques of integrity
are described in Chapter 8. In Chapter 9 the topic of auditing and control
is introduced and its relation to database security is discussed.

Chapter 10 introduces some basic design principles for systems that
enforce security, discusses design choices, and describes the designs of
a number of systems. Chapter 11 continues the treatment of security
enforcement by describing operating-system and hardware mechanisms
that support database security.

The special characteristics of security and integrity in distributed
systems are considered in Chapter 12. The security of statistical data-
bases is treated in Chapter 13. Fimnally, Chapter [4 speculates on the
future of database sccurity.
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