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Abstract— The widespread use of social media platforms has
led to an increase in the dissemination of fake news with the
intention of manipulating public opinion and causing chaos and
panic among the population. To address this issue, we focus on
detecting the organized groups that participate together in fake
news campaigns without prior knowledge of the news content
or the profiles of social accounts. To this end, we propose a
spatial–temporal similarity graph, a novel graph structure that
connects social accounts that participate in the early stage of
similar fake news campaigns. A community detection algorithm
is applied on the similarity graph to cluster the users into
communities. We propose a community labeling algorithm to label
the communities as benign or malicious based on the output of a
fake news classifier. Evaluation results show that the community
labeling algorithm can correctly label the communities with
an accuracy of 99.61%. In addition, we perform a statistical
comparison analysis to identify the structural community features
that are statistically significant between benign and malicious
communities.

Index Terms— Community detection, community labeling, fake
news, similarity graph.

I. INTRODUCTION

SOCIAL media are playing an increasingly significant
role in today’s society. People use these platforms to

report events and share news on a large scale. It has become
commonplace for news to reach people through social media
before being broadcast by traditional media such as TV, radio,
and newspapers.

In general, users do not check the accuracy of news and
content they share on social media, resulting in the wide
dissemination of fake news. Fake news can take many forms,
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including clickbait, disinformation, misinformation, hoax, par-
ody, satire, rumor, and deceptive news [1], [2], [3]. Fake news
can have negative effects on users and society. For instance,
fake news can manipulate public opinion and be exploited
by states to negatively influence the political decisions of a
population and destabilize society.

Different approaches have been proposed in the literature
to deal with fake news [1]. The first approach focuses on
analyzing the content of news to determine whether it is
fake or not. The second approach aims at detecting social
bot accounts that are programmed to launch different attacks,
including spreading fake content. The third approach focuses
on detecting fake news campaigns that aim to manipulate pub-
lic opinion in an organized way. To this end, the propagation
patterns of news are analyzed, as fake and real news propagate
differently.

Although detecting fake news campaigns has received atten-
tion in the literature [4], [5], [6], it cannot identify the
source of the threat, i.e., the human and social bot accounts
that intentionally participated in the campaigns. People could
participate in the fake news campaign without bad intentions
because they simply disseminated every news they received or
wanted to express an opinion regarding the news.

To address the above limitation, we focus in this article
on identifying the threat actors behind the news campaigns,
i.e., groups of social accounts that spread the fake news in an
organized manner. To this end, we rely on the assumption
that these organized groups actively participate together in
many news campaigns. In addition, the organized groups are
considered early birds as they usually start the news campaigns
or join them in early stages [7].

In this article, we propose a novel approach for detecting
organized social groups that participate in fake news cam-
paigns without prior knowledge of the news content or user
profiles. We use the assumption that these groups actively
participate together in many news campaigns. We cluster
these groups using a community detection algorithm based
on their spatial–temporal correlated activities in the fake news
campaigns. Our main contributions are as follows.

1) We propose a novel graph structure called the spatial–
temporal similarity graph, which connects social
accounts that participate in the early stage of similar
fake news campaigns.

2) Based on this similarity graph, we apply a state-of-
the-art weighted community detection algorithm, named
the label propagation algorithm (LPA), to identify the
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