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Modélisation et implémentation d’une architecture sécurisée
d’accés a un entrepot de données cliniques

Yasmina LALEG

INSERM UMR S 872, Université Paris 5 René-Descartes, France

Abstract

Objective: Design a secure architecture for accessing a data warehouse with clinical data,

which nominative elements are anonymized and encrypted in structured and unstructured
documents while respecting the law in force.

Material & Method: We perform a UML modelization of use cases within the data

warehouse and associate them with legal constraints. We then propose a reversible

anonymization and encryption of the data and documents. We use for this natural language
processing methods and encryption methods. The implementation is performed within an
ETL module connecting the hospital information system with the data warehouse.

Results and discussion: We achieved the modelization of use cases of the clinical data
warehouse and integrated legal constraints. The nominative information within
unstructured documents is being de-identified with DEID software, which has been
adapted to French documents and which performs now a reversible de-identification of
patient personal information. All data are encrypted through a secure hybrid approach for
their storage and transmission. Only accredited users can have access to nominative data,

otherwise it remains encrypted. Further work will allow to improve the de-identification of

nominative information and to take into account the European legislation.
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