BIBLIOTHEQUE DU CERIST

= UtC

Université de Technologie
Compiegne

Par Yacine CHALLAL

Sécurité dans les communications de groupe.

These présentée
pour I'obtention du grade
de Docteur de 'UTC.

ource

=" y s
| 1Gowlembes | TEK &_ B
» -

— ~ Mulncas) Tree
\ o

Soutenue le : 13 mai 2005
Spécialité : Technologies de I'Information et des Systémes

D1561



BIBLIOTHEQUE DU CERIST

archives-ouvertes

Group Communication Security
Yacine Challal

» To cite this version:

Yacine Challal. Group Communication Security. Networking and Internet Architecture [cs.NI|. Uni-

versité de Technologie de Compiegne, 2005. English. tel-01308756

HAL Id: tel-01308756
https://hal.archives-ouvertes.fr/tel-01308756
Submitted on 28 Apr 2016

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.


https://hal.archives-ouvertes.fr/tel-01308756
https://hal.archives-ouvertes.fr

BIBLIOTHEQUE DU CERIST

utc
Université de Technologie
—m Compiégne

by Yacine Challal

Group Communication Security

Ph.D. Thesis

‘ | | |
| | | i
TEK G TEK TEK 8=

Thesis defense: May, 13th 2005



BIBLIOTHEQUE DU CERIST

vii

Abstract

HE advantages of IP multicast in multi-party communications, such as saving bandwidth,
T simplicity and efficiency, are very interesting for new services combining voice, video and
text over Internet. This urges the effective large scale deployment of multicasting to satisfy the
increasing demand for multicasting from both Internet Service Providers (ISPs) and Content Dis-
tributors. Unfortunately, the strengths of IP multicast are also its security weaknesses. Indeed, the
open and anonymous membership and the distributed nature of multicasting are serious threats to
the security of this communication model. Much effort has been conducted to address the many
issues relating to securing multicast data transmission, suchcagss control, confidentiality,
authentication and watermarking.

In this thesis we deal with the two keystone security issues of any secure multicast architecture:
data origin authentication and confidentiality. For each theme, we present a detailed analysis
of the problem while highlighting special features and issues inherent to the multicast nature.
Then, we review existing solutions in the literature and analyze their advantages and shortcom-
ings. Finally, we provide our own original proposals, depicting their advantages over the previous
solutions.
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