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Preface

The 42nd International Cryptology Conference (CRYPTO 2022) was held at the

University of California, Santa Barbara, California, USA, during August 15–18, 2022.

The conference had a hybrid format, with some presentations made in person, and some

delivered virtually. CRYPTO 2022 was sponsored by the International Association for

Cryptologic Research (IACR). The conference was preceded by two days of workshops

on various topics.

The conference set new records for both submissions and publications: 455 papers

were submitted, and 100 were accepted. Two papers were merged into a single joint

paper. Three pairs of papers were soft-merged, meaning that they were written sepa-

rately, but only one paper in each pair was given a presentation slot at the conference.

This resulted in 96 presentations, a record by some margin for a non-virtual edition

of Crypto. It took a Program Committee of 72 cryptography experts working with

435 external reviewers almost three months to select the accepted papers. We Chairs

extend our heartfelt gratitude for the effort and professionalism displayed by the Program

Committee; it was our pleasure to be your Chairs.

We experimented with some new policies and mechanisms this year. The most

important had to do with the quality of reviewing, author feedback and interaction with

the authors.

Shortly after the standard doubly-blind reviewing stage, we assigned a unique

discussion leader (DL) to every paper. The DL’s job was to make sure the paper received

a thorough and fair treatment, and to moderate interactive communication between the

reviewers and authors (described below). The DL also prepared a “Reviewers’ consen-

sus summary”, which provided the authors with a concise summary of the discussion,

the decision, and overall trajectory of the paper throughout the process. Many authors

expressed gratitude for receiving the Reviewers’ consensus summary, in addition to the

usual reviews and scores. Overall, feedback on our DL experiment was quite positive,

and we recommend it to future chairs to adopt this process as well.

We also experimented with an “interactive rebuttal” process. Traditionally, the

rebuttal process has consisted of a single round: the authors were provided with the

initial reviews, and had one opportunity to respond prior to the final decision. While

better than no opportunity to rebut, our opinion is that the traditional process suffers

from several important flaws. First, the authors were left to respond in (say) 750 words

to multiple reviews that are, each, much longer. Too often, the authors are left to divine

what are the crucial points to address; getting this wrong can lead to reviewers feel-

ing that the rebuttal has missed (or dismissed) what mattered to them. In any case, the

authors had no idea if their rebuttal was correctly focused, let alone convincing, until

the decisions and final reviews were released. In many instances, the final reviews gave

no signal that the rebuttal had been thoughtfully considered. In our view, and personal

experience, the traditional rebuttal process led to frustration on both sides, with review-

ers and authors feeling that their time had been wasted. Moreover, it had unclear benefits

in terms of helping the PC to pick the best possible program.
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To address this, we created a review form that required reviewers to make

explicit what were their core concerns and criticisms; and we allowed for multiple,

DL-moderated, rounds of communication between the reviewers and the authors.

Our review form had exactly one field visible to the authors during the initial rebuttal

round. The field was called “Question/Clarifications for Authors”, and reviewers were

instructed to include only those things that had significant bearing upon the reviewer’s

accept/reject stance. We gave all reviewers detailed guidance on things that must be

included. For example, any claimed errors, crucial prior work that was not cited, or

other objective weaknesses that appeared in the detailed review comments. In addition,

the reviewers were instructed to clearly state less objective concerns that factored into

their initial score and disposition towards the paper. Thus, the authors should know

exactly what to focus upon in their response. While not perfect, the new rebuttal format

was a resounding success. Very strong/weak papers typically had very short rebuttals,

allowing the PC to focus their time and energy on papers in need of extensive discussion

or additional reviews.

In concert with the new review form and detailed review instructions, we also

implemented interactive discussions between the reviewers and authors. The traditional

rebuttal round became the first round of the interactive discussion. One round was enough

for a fraction of the papers (primarily papers that were very strong or very weak), but the

evaluation of most submissions benefited from numerous rounds: reviewers were able to

sharpen their questions, authors were able to address points directly and in greater detail.

The whole review process shifted more towards a collegial technical exchange. We did

not encounter any problems that we initially feared, e.g., authors spamming the PC with

comment. We believe that having the DLs moderate these interactions was important

for keeping emotions and egos in check, and for encouraging reviewers to share any

significant new concerns with the authors.

A few minor hiccups notwithstanding, the focused review forms and the “interactive

rebuttal” mechanism received a lot of positive feedback, and we strongly encourage

future chairs to adopt this tradition.

We also mention several smaller details which worked well. First, our review form

included a “Brief Score Justification” field that remained reviewer-visible (only) for the

entire process. This was a space for reviewers to speak freely, but concisely, about how

they came to their scores. As Chairs, we found this extremely useful for getting a quick

view of each paper’s reviews. Second, we had an early rejection round roughly in the

middle of our reviewing process. This allowed us to reject roughly half of submissions,

i.e., those that clearly had no chance of being accepted to the final program. The process

generally worked, and we tried to err on the side of caution, keeping papers alive if

the PC was unsure of their seemingly negative views. For example, we allowed PC

members to tag papers that they wanted to keep alive, even to the point of overturning

a preliminary decision to early reject. However, we did feel slightly rushed in finalizing

the early reject decisions, as we made them after less than two weeks after the initial

reviewing round, and less than a week after the initial rebuttal round. Part of this rush

was due to late reviews. Thus, we recommend that future chairs give themselves a bit

more slack in the schedule, and perhaps add a second (less) early rejection round. Third,

we experimented with allowing PC members to have a variable number of submissions,
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rather than the usual hard limits (e.g., at most one or two). Concretely, at most 4 papers

could be submitted; the first paper was “free”, but every subsequent paper submitted by

the PC member resulted in this PC member getting roughly three more papers to review,

and one additional DL appointment. We adopted this policy to make it easier for experts

to accept our invitation to join the PC. (As always, the chairs were not allowed to submit

papers.) Despite some unexpected difficulties and complaints about this system, most

having to do with the logistic difficulty of assigning DLs to PC members with late initial

reviews, many PC members told us that they appreciated the flexibility to submit more

papers, especially when students were involved. We found no evidence that our system

resulted in more accepted papers that were co-authored by the PC members, or any other

biases and irregularities. Hence, we found it to be positive, overall.

The Program Committee recognized three papers and their authors for particularly

outstanding work

– “Batch Arguments for NP and More from Standard Bilinear Group Assumptions,” by

Brent Waters and David Wu

– “Breaking Rainbow Takes a Weekend on a Laptop”, by Ward Beullens

– “Some Easy Instances of Ideal-SVP and Implications to the Partial Vandermonde

Knapsack Problem”, by Katharina Boudgoust, Erell Gachon, and Alice Pellet-Mary

We were very pleased to have Yehuda Lindell as the Invited Speaker at CRYPTO

2022, who spoke about “The MPC journey from theoretical foundations to commercial

success: a story of science and business”.

We would like to express our sincere gratitude to all the reviewers for volunteering

their time and knowledge in order to select a great program for 2022. Additionally, we are

grateful to the following people for helping to make CRYPTO 2022 a success: Allison

Bishop (General Chair, CRYPTO 2022), Kevin McCurley and Kay McKelly (IACR IT

experts), Carmit Hazay (Workshops Chair), and Whitney Morris and her staff at UCSB

conference services.

We would also like to thank the generous sponsors, all of the authors of the

submissions, the rump session chair, the regular session chairs, and the speakers.

August 2022 Yevgeniy Dodis

Thomas Shrimpton
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