Cloud-Native Application Development
with Java

David R. Heffelfinger

Apress:




Payara Micro Revealed

Cloud-Native Application
Development with Java

David R. Heffelfinger

Apress’



Payara Micro Revealed: Cloud-Native Application Development with Java

David R. Heffelfinger
Fairfax, VA, USA

ISBN-13 (pbk): 978-1-4842-8160-4 ISBN-13 (electronic): 978-1-4842-8161-1
https://doi.org/10.1007/978-1-4842-8161-1

Copyright © 2022 by David R. Heffelfinger

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.

Trademarked names, logos, and images may appear in this book. Rather than use a trademark symbol with
every occurrence of a trademarked name, logo, or image we use the names, logos, and images only in an
editorial fashion and to the benefit of the trademark owner, with no intention of infringement of the
trademark.

The use in this publication of trade names, trademarks, service marks, and similar terms, even if they are not
identified as such, is not to be taken as an expression of opinion as to whether or not they are subject to
proprietary rights.

While the advice and information in this book are believed to be true and accurate at the date of publication,
neither the authors nor the editors nor the publisher can accept any legal responsibility for any errors or
omissions that may be made. The publisher makes no warranty, express or implied, with respect to the
material contained herein.

Managing Director, Apress Media LLC: Welmoed Spahr
Acquisitions Editor: Jonathan Gennick

Development Editor: Laura Berendson

Coordinating Editor: Jill Balzano

Cover image designed by Freepik (www.freepik.com)

Distributed to the book trade worldwide by Springer Science+Business Media LLC, 1 New York Plaza, Suite
4600, New York, NY 10004. Phone 1-800-SPRINGER, fax (201) 348-4505, e-mail orders-ny@springer-sbm.
com, or visit www.springeronline.com. Apress Media, LLC is a California LLC and the sole member (owner)
is Springer Science + Business Media Finance Inc (SSBM Finance Inc). SSBM Finance Inc is a Delaware
corporation.

For information on translations, please e-mail booktranslations@springernature.com; for reprint,
paperback, or audio rights, please e-mail bookpermissions@springernature.com.

Apress titles may be purchased in bulk for academic, corporate, or promotional use. eBook versions and
licenses are also available for most titles. For more information, reference our Print and eBook Bulk Sales
web page at http://www.apress.com/bulk-sales.

Any source code or other supplementary material referenced by the author in this book is available to
readers on GitHub.

Printed on acid-free paper


https://doi.org/10.1007/978-1-4842-8161-1

Table of Contents

About the AUROK ........ccscmmimmienmnnmssnsas s annas ix
About the Technical REVIEWET .......ccususssassssnsssansssassssnsssasssssssssnsssasssssssssnsssassssasssansss Xi
AcknNoWIedgments .....ccccuuseeunmmssssnnnmsssssnnnmssssssnnssssssnnnssssssnnsssssssnnnsssssnnnnssssnnnnssssnnns Xiii
Chapter 1: Jakarta EE, MicroProfile, Payara, and the Cloud...........cccccusemmnrnsssnnnnnaans 1
Brief Server-Side Java HiSTOrY .........cccvievininnis s sss s s sessesssssnens 1
J2EE ...t bR E A e 1
JAVA EE......et e e 2
o 0] R 3

B 1 L 7= T 4

[ 1T L USRS 4
Chapter 2: Developing Microservices Using Payara MiCro.........cccceusssssssssssnsssssssssnns 7
Setting Up Your ENVIFONMENT ..o e e sssss s sessssessnsenens 7
Payara Micro Maven PIUG=iN ... s s sens 7
Payara BOM.........ccccoiinirrisesine e s np s 9
Payara Maven REPOSITONY.......cccvurrmsmsrnesmsese s s ssssesssssss s ssssessssssessssssesssssssssessanes 10
Jakarta EE and MicroProfile DependenCies.........cocuvvvrernnnnnienennsnnsese s sessesessssessesseses 10
Specifying the Base URI for Our Web SErviCes .......cccvvvrvrierennsnienesissessesesesessessessessssessessenes 11
RUnning Our APPHCALION ....ccccvveverierererir e se s s sr e sae e e e aennes 11
Developing RESTUI WED SEBIVICES ......cvuvverrerrerrerersereresessesessesssssssessesssssssessessesssssssessessesssessesaes 13
Handling HTTP GET REQUESTES ......ccvvurrerrerererrererersesessessessessssssessesssssssessessessssessessesssssnsessees 13
Handling HTTP POST REQUESES......couererrererirrererersesesessessessssesessesssssssessessessssessessesssssssessenes 14
Handling HTTP PUT REQUESTS .....cecvererierre e rer e s s e s ses s sse s e e s saesesssesnesaessesssesnesnennens 15
Handling HTTP DELETE REQUESTS ......cccveererierierree e rerses e sesseessessessessse s saessesssesnesnennens 15
Handling HTTP PATCH REQUESES .......cccvrerrerrrrererersesessessessessssessessesssssssessessesssssssessesssssssessees 16

iii



TABLE OF CONTENTS

Path and QUErY Parameters........cucvevninnnsc sttt 16
Path Parameters.........cccoininmninssss e e 16
QUETY PArameters........covuiecrcririnne st s s 18

Parsing JSON Data..........coucerrinirninncrnn s e s et 19

1] 11 1= OSSOSO 21

Chapter 3: Developing Microservice Clients........ccccrurermmmsssssssssnmmmmssssssssssssssssssssssas 23

MicroProfile REST Client APl OVEIVIEW ........ccccoevrererenmsrssssessesesssssssssssessessssssesssssssssssssssssssssssenns 23
Generating HTTP GET REQUESTS.........cvvrerrrsererenmrresesesesesese s sessssessssessssesessssssssssssssessssesenns 26
Generating HTTP POST REQUESLES .....ccoveererermresmrrnesesesesssesss e sessesessssessssesesssssssssessssssessesenns 28
Generating HTTP PUT REQUESTS........ccvveerrrnererererreserese s sesse e e ses e sessenenns 30
Generating HTTP DELETE REQUESTS.......ccoveererererererrnesese e se s 32

Path and QUEry Parameters........ccccvvenrrenmresmsnesssess s e s se s sens 34
Path Parameters.........ccceieeirrrcrese e s 34
QUETY PArameErS......cceuirieerereresssseesese s e ss s sr s se s naes 36

Generating JSON from Java ODJECTS ........cccuererinerisesinessnese e s 37

£ 1114 7R 40

Chapter 4: Contexts and Dependency Injection..........ccccussseennrnssssnnsssssssnsssssssssnnsass 41

[0 T 0TSO 41
Life Cycle 0f CDI BEANS.........ccovuerereerieerinesere et se s st se s sse e e e se e e s ses e nns 42

Dependency INJECTION.. ... e e e s 47

CDI EVENTS ....cveceecerieerre e s s n s e e ne e e s ne e s e e s e e nnnnens 50
FiriNG EVENTS......coveecececeieeeree e s s 50
Listening fOr EVENTS........cccu it s st sne s 51
QUATITIBES .eueueuesescesesssssss s s s e se e e bbb e b et 53
0DSErViNg CDI SCOPES ....ccrveererreerienerresesesesessesesssseseseses s e e sessssessssessssssesssssssssssssnessssesenns 57

SUMIMAIY ...ttt n e Re b e e e e e Re e s R e se s e e e Re e pa e nen e e nsnnnas 61

Chapter 5: Application Configuration ........c.cccusemmmnnssemnmnnssssnmmssssnmssssn——————"" 63

CoNfIGUrAtioON SOUICES......cieivierierere sttt s re s a e e s e s se s e ae s ae e e e nne e 63
Configuration via Property Files ... 65
Configuration via Environment Variables.........c.ccooevvvnininnnninne e sessese s sessessessens 70

iv



TABLE OF CONTENTS

Configuration via SyStemM PrOPEItiES .......cvivierverierererserserersesessessessessssessessesssssssessessessssensessens 71
Payara Specific CONfig SOUCES.......cvivvererrrersereresesseresresss s e ssesessessessessssessessessssessessees 73
Cloud Provider Specific Configuration SOUICES .........ccvvererrererreriereressessesessesessessessessssessessens 88
Custom Configuration SOUICES .......ecvrererererserieresessersessessesessessessessssessessessessssessessessssensessens 89
0P L (LT o 0] T (T 92
(0] 1= TS SRR 95
StANAArd CONVEITETS.......coveoceeeeereeer e e e e s e e e s 95
Payara Micro SpPecific CONVEIEIS ... s 96
LB (0] 0] 11T o (] 96
SUIMIMAIY....evecrieerere s e s e e s e e e s re e e e e e e e e Re e e e e e senae e nRe e e se e nensn e nrnnnns 99
Chapter 6: MetriCS.......ucccumrmisnmnnmmssssnnnmssssnnnnmsssssnnnssssssnnnssssssnnnssssssnnnsssssnnnsessssnnnnss 101
BaSE MEIICS .....cueeeecerreerie et e e 102
VENAOE IMBIIICS ...vvecceresisse e 105
APPLICATION METFICS ..vevererir et s s e s e a e e ae e 106
L 0011 T 107
L@ 1 o RS 107
@CONCUITENTGAUGE ..evereerersereererserersessesessessessesessersessessessssessesaessssessessessessssessesasssssensessens 108

L@ L] T 109

L 1 1T o T 111

L@ 110 T[T RS 114
Programmatic Application MEIriCS ......ccvrevrrrrerienn e enes 115
Configuring MicroProfile Metrics in Payara MICr0 .........ccevevnrenieriesenensersesessssessessessssessessesses 118
DiSADING METFICS.....ciieriereririr s s a e s e e s n e e 118
SECUMNG MEITICS wvvuereerrirrriersere e s s s e e s e sa e s ae e e s e s s aesa e e e saesae s s e naenne e 119
Customizing the Metrics ENAPOINt..........ccocvvvveriereienseriene s sessesessesessesse e sessessessesssssssessees 119
STALC MEINICS ... s 119

£ 11134 7 120



TABLE OF CONTENTS

Chapter 7: High Availability and Fault Tolerance.........ccsussssessrssssssnssssssssnsssssssnnnss 121
Asynchronously Calling RESTful Web Service Endpoints...........ccoverrvvnienenesnnsesensesesescnennes 121
Limit Concurrent Execution to Avoid Overloading the System.........ccccooereerrcnnseserescrenscnens 124

Using Semaphores for Synchronous Endpoints..........ccccocvnvninnnsnsninisnsessesesss e 125

Using Thread Pools for Asynchronous Endpoints .......c..ccevvnrnnnnnniennnsnsessesessssessessens 128
Stop Invoking Repeatedly Failing ENAPOINtS........ccoceeereernneneresereseseseses e 131
Providing an Alternative Solution When Execution FailS..........cccccovvernienerssnnsenssnesesssesenenens 135
Retrying Execution in Case Of FAIIUIE ........ccevvvrineneninsene s sese s s s e s ssessssessesaens 139
Defining @ Maximum Duration for EXECULION ........ccvevvierienennnersene s sessese e sessessessessssessesnens 142
£ 1134 7P 145

Chapter 8: Health ChecksS ......cccrrrsssmnnrmssssnsssssssssnssssssssnssssssssnssssssssnsssssssnnssssssnnnnss 147
Free Health Check FUNCHIONAIILY .........cccoveenereecerc e 147
Determining If @ SErVIiCe IS LIVE ......ccovcvreerreerec e 148
Determining If @ Service IS Ready.........ccuvvrererinernsmsnissse s sessesenns 149
Configuring MicroProfile Health ............ccocevveirini st 152

Disabling MicroProfile Health ...........ccccvvrinninin s s sessesnes 152
Securing MicroProfile Health..........cccoeviinininnnrsre e sessesnens 153
Customizing the MicroProfile Health Endpoint...........ccccoovnininnnnnsnie e 153
£ 1134 R 153

Chapter 9: Request Tracing ......cccusemssssmssanssssnssansssassssnssssnsssasssssssssnsssassssnsssansssans 155
Enabling Request Tracing in Payara MICro..........cccucevvinnnieniesssense s ssssesse s e e s ssessssessessens 155
SPANS AN TIACES .....ovicrcrere it e e s b e e e e b e e e e e R nns 157
Customizing RequeSE TraCiNg.......ccvreererrererenerensesese s s ses s 163

Tracing Additional Methods .........c.cooirererenrnrrese e 163
Disabling Request TraCing .......c.cuovoererernsereneserese s seens 165
Customizing the Operation Name........c.ccocovrvrininnnni e 166
Adding Additional Information 10 SPans .......c...cceveerrierrnrrnses e 167
Creating Additional SPANS .........ccccveeerrermrenerre s 170
BT 111 T o OSSO 172



TABLE OF CONTENTS

Chapter 10: Documenting Web ServiCes......cccueummmmssnnnmsssssnnsssssssnnssssssssssssssssnnnss 173
Automatically Generating Documentation...........ccccccrcrncnnesncs s 173
Customizing Documentation via Code ANnotations............ccvvvnvnnennsnn s 181

Customizing HTTP RESPONSES ......cccccrereriiririerene st ss s sae s e s s sssss s sne s 181
Customizing Documentation for Operations..........ccccvvrinrvnnnnnsnsn s 183
Customizing Documentation for Path or Query Parameters............ccccvvriernvninennsensennenns 184
Configuring OPENAPL ..o e 186
Configuring OpenAPI via MicroProfile Config .......c.ccoverrnserrnenesese s 186
Configuring OpenAPI via a Payara Micro Command File .........ccccooeernennrenesencrnscnesenenennes 188
B 10T 111 T o OSSOSO 189

Chapter 11: Security with JSON Web TOKENS ......cccuseennmssssssnsmssssssnnsssssssssssssssnnnss 191
(00 = 11411 o B[]0 OO 192
Securing Microservices With JSON Web TOKENS ........cccvcvvereverrersersesensssessesessssessessessessssessesses 194

MicroProfile Config JWT PropertiesS.....ccvrevrrerrerersnrerseresesessesessessssessessesssssssessesssssssessesses 194
MicroProfile JWT ANNOTALIONS ........cccoeriierencrire s 195
Invoking Secured Microservices with MicroProfile REST Client APl .........ccccoovvvvrierevensenienens 197
Obtaining Information from @ TOKEN........c.ccccevinnnnn e e 200
£ 11T T 203

Chapter 12: Payara Micro Specific Features .........ccuummmmmssmmmmmssssnnnmnsssssssmsssssnnns 205

AUtOMALIC CIUSTEIING....ccvveerreerrie s e ra e nr s 205
Clustered Application Scoped CDI BEANS ........ccccvveererierrenneesiersessssssesessessssssessessssssessessessens 206
RemMOtE CDI EVENTS ..o s e s s s 211

L0 0T - 216
Creating UDEI JAIS......ccoe vt s st s sae st s s sae s 216

Embedding Payara MICIO..........ccvceriererennerseressssessessessessssessessesessessessesssssssessesssssssessessesssssnsesnens 217

£ 1134 7P 219

Chapter 13: Payara Cloud ..........cccuusmmmsssnmmsssnsssssnsssssnsssssnsesssssssssnsesssnnssssnnssssnnsesas 221
Signing Up for Payara CIOUM ..........cococeerenmrenerresere e s 221
Developing Applications for Payara Cloud ............cccvinvnininnnsnnesssisses s sessessens 222
Deploying Applications to Payara Cloud...........ccuueernsernenmnesesssessessss e ssssesssssse e sessesenns 222



TABLE OF CONTENTS

Creating @ NAMESPACE .......ccoerrrriieirerrsrsssssse s s 222
Uploading ApPlICAtIONS ... e s 224
Running Applications in Payara CloUd ............cccuvcrninnennnennse s sesesseses e sessesens 228
Default DOMAINS ........cccoieerreeree e 228
CUSTOM DOMAINS .....cvrerrrriceereresse e sa e nesp s 229
SUMIMANY ..ttt e s s R e e e R e R e e e e e Re e R e e e e e Re e Re R e e e e e Re e R e e e e e Renns 231
INO@X . ueeeiiienssssnnnsssnnssssnnsssssnsssssnsssssnsssssnnasssnnnnssnnansnnnsnssnnnnsnnnnnssnnn s snnnnssnnnnsnnnnsnnss 233

viii



