
B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T



B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T

Lecture Notes in Computer Science 
Commenced Publication in 1973 
Founding and Former Series Editors: 
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen 

Editorial Board 

Takeo Kanade 
Carnegie Mellon University, Pittsburgh. PA, USA 

Josef Kittler 
University of Surrey. Guildford. UK 

Jon M. Kleinberg 
Cornell University, Ithaca, Nf, USA 

Friedemann Mattern 
ETH Zurich, Switzerland 

John C. Mitchell 
Stanford University, CA, USA 

Moni Naor 
Weizmann Institute of Science, Rehovot. Israel 

Oscar Nierstrasz 
University of Bern, Switzerland 

C. Pandu Rangan 
Indian Institute ofTedmology, Madras, [ndia 

Bernhard Steffen 
University of Dortmund, Germany 

MadhuSudan 
Massachusetts I/lStitute ofTechnology, MA, USA 

Demetri Terzopoulos 
New York University, Nf, USA 

Doug Tygar 
University of Califomia, Berkeley, CA, USA 

Moshe Y. Vardi 
Rice University, Houston, TX, USA 

Gerhard Weikum 

3089 

IST2859 

Max-Planck Institute of Computer Science, Saarbruecken, Germany 



B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T

Springer 
Berlin 
Heidelberg 
New York 
Hong Kong 
London 
Milan 
Paris 
Tokyo 



B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T

Markus J akobsson Moti Yung 
Jianying Zhou (Eds.) 

Applied Cryptography 
and N etwork Security 

Second International Conference, ACNS 2004 
Yellow Mountain, China, June 8-11, 2004 
Proceedings 

Springer 



B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T

Volume Editors 

Markus Jakobsson 
RSA Laboratoties 
1203 Garden Street, Hoboken, NI 07030, USA 
E-mail: mjakobsson@rsasecutity.com 

MotiYung 
Columbia University, Computer Science Departrnent 
New York, NY 10027, USA 
E-mail: moti@cs.columbia.edu 

Jianying Zhou 
Institute for Infocomm Research 
21 Heng Mui Keng Terrace, Singapore 119613 
E-mail: jyz~du.sg 

".;- ."; t"Y; ( ,,\ 
• ._~ l.... 

'f' • "'\ '~ 
,~, 1 A_ \..."~" \ 

t71n~\ ;-~ 
, . )" "'''// 

/' 
... ~-

Library ofCongress Control Number: 2004106759 

CR Subject Classification (1998): E.3, C.2, D.4.6, H.3-4, KAA, K.6.5 

ISSN 0302-9743 
ISBN 3-540-22217-0 Springer-Verlag Berlin Heidelberg New York 

This work IS subjecr tu copyright. Ail rights are reserved, whether tne whole or part of the rnaterial is 
concemed. spedficaUy the rights of translation, repriIlting, re-use of illustrations. recitation. broadcasting. 
reproduction on microfilms or in any other way. and storage m data banks, Duplication of this publication 
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9. 1965. 
in Hs current version. and permission for use must always be obtained from Springer-Vertag. Violations are 
Hable to prosecution under the German Copyright Law. 

Springer~ Verlag is a part of Springer Sdence-""Busincss Media 

springeronlinc.com 

© SpringerNerlag Berlin Heidelberg 2004 
Printed in Gennany 

Typeseuing: Camera~ready by author. data COnversIOn by PTP~nerlin, protago-TeXwProduction GmbH 
Printed on acid-free paper SPIN: ! 1Q14096 06/3142 5432 l 0 



B
IB

LI
O

TH
E

Q
U

E
  D

U
  C

E
R

IS
T

Preface 

The second International Conference on Applied Cryptography and Network 
Security (ACNS 2004) was sponsored and organized by ICISA (the International 
Con muni cations and Information Security Association), It was held in Yellow 
MOllntain, China, June 8-11, 2004, The conference proceedings, representing 
papers fTOm the academic track, are published in this volume of the Lecture 
Notes in Computer Science (LNCS) of Springer-Verlag. 

Th" area of research that ACNS covers IUlE been gaining importance in recent 
years due to the development of the Internet, which, in tum, implies global 
exposure of computing resources, ~1any fields of research were covered by the 
progTam of this track, presented in this proceedings volume. Wc feel that the 
papers herein indeed reliect the state of the art in security and cryptography 
rescarch, worldwide, 

Th,ô program committee of the conference received a total of 297 submissions 
from ail over the world, of which ::16 submissions were selected for presentation 
during the academic track. In addition to this track, the conference also hosted 
a t,ôchnicaliindustrial track of presentations that were carefully selected as weiL 
Ali su brnissions were reviewed by experts in the relevant areas, 

Stmting from the first ACNS conference last year, ACNS has given best paper 
awa.rds, Last year the bpst student paper award went to a paper that tllrned out 
to be the only paper written by a single student for ACNS 2003, It was Kwong 
H. Yung who got the award for his paper entitled "Using Feedback to Improve 
M'lBquerade Detection." Continlling the "best paper tradition" this year, the 
committee decided to select two student papers arnong the many high-quality 
papers that were accepted for this conference, and ta give them best stlldent 
paper awards, These papers are: "Security Measurements of Steganographic Sy­
stLms" by \Veiming Zhang and Shiqu Li, and "Evaluating Security of Voting 
SC.~emes in the Universal Composability Framework" by Jens Groth. Both pa­
pers appear in this proceedings volume, and wc would like to congratulate the 
recipients for their achievements, 

l'vhny people and organizations helped in making the conference a reality, We 
wOllld like to take this opportunity to thank the program committee members 
and the external experts for their invaillable help in producing the conference's 
pmgram, '\lv'e also wish ta thank Thomas Herlea of KU Leuven for his extraor­
dhary efforts in helping us to manage the sllbmissions and for taking care of al! 
the technical aspects of the review process, Thomas, single-handedly, served as 
the technieal support commit tee of this conference! We extend our thanks also 
to the general chair Jianying Zhou (who also served as publication chair and 
hE lped in many other ways), the chairs of the technicaliindustrial track (Yongfei 
Han and Peter Landrock), the local organizers, who worked hard to assure that 
the conference took place, and the publicity chairs, Wc also thank the variolls 
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VI Prefet,",' 

sponsoring cornpa.nies and gOVèl'mmmt bodies. Fimdly, we would :ike t,o t bank 
"l! rhe HUtJlOfS who submitted pa.pers to Hw confercn<:p. 

April 2004 Markus Jakobsson and .'v[oti Yung 
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