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Preface

The problem of distinguishing prime numbers from composite, and of re-
solving composite numbers into their prime factors, is one of the most
impartant end useful in all arithmetic. ... The dignity of science seems
to demand that every aid to the solution of such an elegant and celebrated
problem be zealously cultivated.

C. F. Gauss {1777-1855)

Primality testing and integer factorization, as identified by Gauss in his Dis-
quisitiones Arithmeticae, Article 329, in 1801, are the two most fundamental
problems, as well as two most important research fields in number theory, par-
ticularly in computational number theory!. With the advent of digital com-
puters, they have also been found unexpected and surprising applications in
computing and particularly in cryptography and information security. In this
book, we shall introduce various methods/algorithms for primality testing
and integer factorization, and their applications in public-key cryptography
and information security. More specifically, we shall first review some ba-
sic concepts and results in number theory in Chapter 1. Then in Chapter
2 we shall discuss various algorithms for primality testing and prime num-
ber generation, with an emphasis on the Miller-Rabin probabilistic test, the
Goldwasser-Kilian and Atkin-Morain elliptic curve tests, and the Agrawal-
Kayal-Saxena deterministic test. There is also an introduction to large prime
number generation in Chapter 2. In Chapter 3 we shall introduce various
algorithms, particularly the Elliptic Curve Method (ECM), the Quadratic
Sieve (QS) and the Nurmber Field Sieve (NFS) for integer factorization. Also
in Chapter 3 we shall discuss some other computational problems that are
related to factoring, such as the square root problem, the discrete logarithm
problem and the quadratic residuosity problem. In Chapter 4, we shall discuss

' Of course, the primality testing problem (PTP) has now been solved, thanks to
Agrawal, Kayal and Saxena [5]. That is, the PTP can now be solved in P (deter-
ministic polynomial-time). However, the integer factorization problem (IFP) is
still open. That is, we still do not have an efficient {i.e., deterministic polynomial-
time) algorithm for IFP; in the author’s opinion, the IFP may indeed be an
N'P-hard problem, although no proof can be given yet at present.
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some of the most widely used cryptographic systems based on the compu-
tationally intractable problems such as integer factorization, square roots,
quadratic residuosity, discrete logarithms, and elliptic curve discrete loga-
rithms.

We have tried to make this book as self-contained as possible, so that it can
Le used either as a textbook suitable for a course for final-year undergraduate
or first-year postgraduate students, or as a basic reference in the field.
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