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Preface 

The rapid growth of electronic communication means that issues in infor­
mation security are of increasing practical importance. Messages exchanged 
Qver worldwide publicly accessible computer networks must be kept confiden­
tial and protected against manipulation. EIE~ctronic business requires digital 
signatures that are valid in law ,and sec ure payment proto cols. Modern cryp­
tography provides solutions ta all these problems. 

This book originates from CQurses given for students in computer science 
at the Georg-Simon-Ohm University of Applied Sciences, Nürnberg. It is in­
tended as a course on cryptography for advanced undergraduate and graduate 
students in computer science, mathematics and electrical engineering. 

In its first part (Chapters 1-4), it covers - at an undergraduate level- the 
key concepts from symmetric and asymmetric encryption, digital signatures 
and cryptographic protocols, including, for example, identification schemes, 
electronic elections and digital cash. The focus is on asymmetric cryptography 
and the underlying modular algebra. Since we avoid probability theory in 
the first part, we necessarily have to work with informaI definitions of, for 
example, one-way functions and collision-resistant hash functions. 

It is the goal of the second part (Chapt ers 5 10) to show, using prob­
ability theory, how basic notions like the security of cryptographic schemes 
and the one-way property of functions can be made precise, and which as­
sumptions guarantee the security of public-key cryptographic schemes such 
as RSA. More advanced topics, like the bit security of one-way functions, 
computationally perfect pseudorandom generators and the close relation be­
tween the randomness and security of cryptographic schemes, are addressed. 
Typical examples of provably secure encryption and signature schemes and 
their security proofs are given. 

Though particular attention is given to the mathematical foundations 
and, in the second part, precise definitions, no special background in math­
ematics is presumed. An introductory course typically taught for beginning 
students in mathematics and computer science is sufficient. The reader should 
be familiar with the elementary notions of algebra, such as groups, rings and 
fields, and, in the second part, with the basics of probability theory. Appendix 
A contains an exposition of the results from algebra and number theory nec­
essary for an understanding of the cryptographie methods. It includes proofs 
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VI PreréL('t~ 

and covers, for example, basics lih~ Euclid's algorithrn and the Chinese He­
mainder Theowm, but also more advanced materiallike Legendre and Jacohi 
symbols and probabilistic prime Humber tests. The concepts and results from 
prooability and information theory, which are applied in the second pa.rt (JI' 
the book, are given ill full il1 Appelldix B. To kecp the mathematics ca.sy, \-\fC 

do Ilot address elliptic cUl've cryptography. 'v'v'c illustrate the key COllCCpts uf 
public-key cryptograph.y h:v the elassica.l cxamples like RSA ill the quotiellt. 
rings Z11 of the integen; 2:::. 

The book st arts with an introduction into cla.::isical symmet.ric encryptioll 
in Chapter 2. The prillciplcs of public-key cryptography and their llS(' for 
encryptioll and digital signatures a.re discussed in dctail in Chapter 3. The 
famOllS and widely llscd RSA, EIGamal's lllct.hods and the digital signatnre 
standard, Rabin's encryption and signature sdwmes serve as the olltstand­
ing cxamples. The underlying one-way functions modulaI' exponentiat.ion, 
modular powers and modular squarÎng - are used throughout the book, also 
in the second part. 

Chapter fl prc~ellt~ typical cryptographie proto cols, including key cx­
change, identification and commitrnent schemes, eled.ronic cash and elec­
tronie election:-i. 

The following chapters focus OH a precise defillitioll of the ke:v concepts 
and the spcurity of public-ke:v cryptography. Attacks are modeled by prob­
abilistic polynomial algorithrns (Chapter 5). One-way functions as tlw hasic 
building blocb:i and the sccurity assumptiolls underlying modern puhlic-key 
crypt.ography are studied iu Chapter 6. In particlllar, the bit :-iecurity of the 
RSA function, the disercte logarithm and the Rabin functÎo!1 is analyzcd il! 
detai! (Chapter 7). The close relation bctween one-way functions and COIll­

putationally perfed psendorandom gem~rators meeting the ueeds of cryptog­
raphy lS explained in ChapteI 8. Provable security properties of eucryption 
schemes are the central topie of Chapter 9. It is clarificd t.hat randolllllpsS is 
thp kcy tu security. \Vc start \vith t.IIp dassical notions of provable security 
originating from Shannon 's work on information theory. Typical ex amples 
of morE' recent resultl) ou the security of public-key cncryption schemcs are 
givcn, taking into account the cOlllVl1tational complexit.y of attacking algo­
rithms. A short introduction 1,0 cryptosysterns, whose security can be proven 
by inforrnatioll-theoretic methods without any assllmption~ on the hardness 
of complltational problems ("unconditiüual security approach1

'), supplements 
the sectiOll. Finally, we di~cuss in Chapter Hl the levels of security of dig­
ital signatures a.nd give 8xalllples of signature schemes) whose security can 
he proven solely undcr standard assllmptions like the factoring assmnptioll, 
including a typical security prouf. 

Each chaptcr (except Cha.pt.cr 1) clo:::;es with a collect.iolJ of exerciscs. 
Answers to the excrcises are provided on the \iVeb page for this book: 
www.informatik.fll-ll1lCrllberg.de/DclfsKne hl/ Cryptography. 
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