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Preface

The ESAT Laboratorium of the Department of Electrical Engineering at the Katholieke
Unijversiteit Leuven regularly crganizes a course on the state of the art and evolution of
computer security and industrial cryptography. The first course tock place in 1983, the
second in 1989, the third in 1981, and the fourth course is scheduled for 1993,

The ESAT course is intended for both researchers and practitioners from industry
and government. It covers the basic principles as well as the most recent developments.
Because of our background and because of the relevance, the emphasis lies on cryptogra-
phy without forgetting the most important topics in computer security. We try to strike
the right balance between basic theory and real life applications, between mathemat-
ical background and juridical aspects;, and between recent technical developments and
standardization issues.

During our 1981 course Walter Fumy suggested editing the text of the speakers into
more formal written decuments. All speakers were invited to submit their contributions,
and almost all of them responded positively with an excellent text. We feel that the result
- complementary to text books and conference proceedings — can be very interesting for
those intercsted in cryptography and computer security. We would like to thank the
atithors for their cateful preparation of their contributions.

Leuven, Belgium B.P, R.G, and J.V.
1993
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Trends in the Fight Against
Computer-Related Delinquency

Prof. Dr. B. De Schutter

Director Center for International Criminal Law
Vrije Universiteit Brussel

1 Characteristics of the Phenomenon

The grasp of information technology upon almost all societal activities is an
indisputable and irreversible fact. Transfer of data, information, knowledge or
know-how has undergone with the technological wave a profound change in its
form, speed and distance coverage. This mutative effect can certainly be benefi-
cial to society in all its components (economic, strategic, intellectual, cultural).

It seems, however, that the margin between use and abuse is rather narrow. Even
if criminality related to information has always existed, the intervention of the
computer with its above-mentioned characteristics of time, volume and place,
leads to the risk of a criminal activity, the nature of which might be different
from the more classical information crimes. To look into the phenomenon, its
gsize frequency and profile, will lead to the necessary conclusion for the need of
policies, which may be necessary to effectively combat this anti-social behaviour.

In that exercise one encounters a number of difficulties. A first one concerns al-
ready the definition of computerdelinquency. According to the purpose for which
it is needed, one can work with a more criminology-oriented definition, describ-
ing the deviant pattern from the sociological angle, or could need a more precise
terminology when introducing the illegal act as crime in the penal arena, then
requiring precise material and moral elements in the definition. Avoiding the
multitude — and the nuances — of definitions of the expert writers [1], there is
much merit in the OECD working definition, referring to “any illegal, unethi-
cal or unauthorized behaviour relating to the automatic processing and/or the
transmission of data” [2], since the answer to computer criminality is likely not
to be limited to an exercise of criminal law drafting alone. However, the danger,
of such an extensive “opening definition” is that it allows a ssmewhat overqualifi-
cation of incidents, in which the computer does not play any instrumental role at
all. Some demystifying and relativation has to be done to bring the phenomenon
back into real proportions, avoiding the sensationalism of the media.

Theft of microprocessors is not a computercrime, even if their capacity increase
as a result of new technologies drastically modified their economic value. But
even then, the magnitude of the information technology criminality should not
be underscored.
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Bcarcely 2 day passes without any newspaper-clip on computer-crime or fraud.
Television picks up the item and visualizes the “hacking” techniques. The diffi-
culty, however, is to bring those individual findings into some giobal figures and
clear indicators. This seoms, especially in cur tountries, to be too delicate, if not
impossible.

There is a sphere of reluctance and nowillingness in communication of incidents.
Banks, insurance companies or any other potential victim are not easily commu-
nicative on losses occurred through cemputer interventions. Image-loss, indirect
consequences such as the thrust of the customers or the competitive position,
all push towards secrecy and discretion. The simple anonymeous transfer of in-
formation for statistical purpose to official instances, even internaticnal ones,
is objected to; the interference of judicial authorities is considered 2s “counter-
productive” 7.

Most known cases torne in the daylight through indiscretion, erroneaus behaviour
of the criminel himeelf or when insurance compenies oblige the client to do so
hefare refunding any loss, Besides, some countries are more communicative than
others {3]. For sure one can state that figures are incomplets, thet guesses be
considered with care and that we only know the top of the ice-berg, whether that
means 1% as to the FBI, ar 15% as to the very experienced Stanford Research
Institute,

Since a few years a considerable number of official bodies or professicnal circles
are, showing interest in gathering valuable information. AQl of it should be read
with a criticzl eye, since under- or overscoring is likely, Nevertheiess, figures
are impressive and worthwhile to be recalled: SRI mentions 100 million §/year
in the U.S5., the FBI makes two billion dollars out of it [4]. For Europe, an
interesting estimate is the one of the Association Internationale pour UEtude de
PAssurance, which comes up with six billien dollars loss for Europe in 1988. A
UK. survey by the Local Government Audit Inspectorate led in 1984 te 30% of
320 interviewed firms having been victim of a computerfraud {5}, while for 1983
four major British banks budgeted £85 million against computer frands [6]. The
French CLUSIF reports a yearly amount of nearly 8 billion FF of Voluntaristic
or accidentsl damages,

It is not the purpose of this paver to recall the spectacular and classical examples
such as the Equity-funding [7] or Security Pacific Bank [8], or Memorial Sloan
Kettering Cancer Institute [9], the French ISOVER Case [10] or the CLODO
activities [11], or many otber {12} but it may be important to recall that not
all incidents are linked to ecomomic interest as such, bus may eguzlly concern
health, privacy, morakity or state strategic survival.

¥ the total size of computer abuses is substantially high, though not full-preot,
it has also been proven that these totals concern 2 limnited number of vietims,
Concentreting the losses upon few leads to the conclusion that the average gsin
of such crime is a hundred times that of the average classical hold-up, while the
average time for the “discovery of the discovered” seems to be counted in years,
not in monthe [13].
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To be added to this picture is the great potential of the transborder dimension of
information technology, whereby the physical presence of the actors upon the for-
eign territory is no longer necessary. This internationalization of this criminality
adds a new dimension to the task of society in reacting against this phenomenon.

As to the actors themselves, they seem roughly to fall into two major groups:
on one hand the computer-freaks, the youngsters trying to hack systems for fun,
competition, challenge; whizkids or wargamers, i.e. “short-pants criminality”,
not necessarily with a ¢lear criminal intent; on the other hand, wilful criminality
by hackers or employees within the system, often highly qualified and technically
skilled, often acting from within, abusing the hi-tech and jargon oriented “state
in the state” position of the EDP-sector.

In conclusion on the characteristica of the phenomenon one can say that comput-
ers, whether used for simple data storage or retrieval, word processing, business
activities, banking, electronic fund transfer, electronic mail, health care, R & D,
defence systems, ..., are vulnerable to attack by experts or freaks, young or old,
acting from within or without the area of operation of the machine, with results
to be estimated with a mutative scale difference, since time, space or velume
have no longer a limitative effect.

As to the different possibilities for misuse, — even if they can probably be tech-
nically described in a uniformed way — writers have identified several areas of
incidents, but fail to bring them back in a uniform classification [14]. This har-

monization need is now attempted through the channel of international bodies
[15].

Roughly seen a categorization can be brought down along the following lines:

manipulation of data: input of false data, alteration, erasure, deterioration
andfor suppression of stored data or programs with fraudulent intent.

data espionage: unlawful collection or acquisition and/or use of data.

computer sabotage: leading to the destruction or disruption of soft- or hard-
ware. Extensively this may include any hindering of the functioning not only
of a computer but also of the telecommunrication system. Today this includes
the phenomenon of viruses and worms,

unauthorized access or interception of a computer and/or telecomrmunica-
tions systemn with infringement of security measures.

program piracy with the infringement of the exclusive right of the owner of
a protected computer program with the intent to exploit commercially the
program. The same can be said of a protected chip or microprocessor.

Even if differences of labeling may occur under various initiatives [16], the major
pPhenomena are clearly covered by the above list. As will shown below, not all
countries accept the criminalization of all of these acis and the conditions of
applicability are even more diversified.
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2 The Computer Threat

It would be erroneous to overscore 28 well a3 to underestimatbe the vulnesability
of the computer society. ft i3 clear that from the angle of victimology, three
major targets groups can be detected.

2.1. the individual becomes the weakest link in the new information tachrology
era, not only from a sociological and economic point of view (loss of job security
through robotice, word processing, etc...), but equelly from the angle of lega!
protecticn (privacy).

2.2. the economic targets are azlso rather interesting: banks, insurance com-
pakies, corporations of all nature become more and more vulnerable. especially
where networks are more and mote fourishing, telecommunications more and
more used, but stil] hardly protected, and the cost effectiveness of certain pro-
tections not yet shown, Direct and indirect osses will be substantizl and the
defence of the law too much of an afier-the-harm reparation.

2.3. the sovereign state itself, who faces a so-called erosion of sovereignty when
noticing that many raw data can and will leave the country for econornic decision-
making abroad {e.g. with the multinationals), the state having no insight in the
departure of raw data or return of information and loosing impact on economic or
financial decisions taken outside its operating or influence zone and nevertheless
having to cope with the possessors of data and/or information.

The key finally becomes not so much the technology itself, It is mainly instru-
raental 10 a far more important target whick needs protection: the legal interest
violated, whether the individual humesn life, the survival of an economic entity
or the independence of the nation itself. The technology sdds something, be it
speed, massification of data or transfrontier communication. It emphasizes or
amplifies, without necessary creating new forms of criminality. Tharks to it, in-
formation radicaily grew in importance and with it all the values attached to it,
whsther intangible or not. Much value has to go to the notion of information
related eriminalily or even asset protection management, in which, besides infor-
matton, image profection and physical sscurization become equally important.
The maseive prezence of computers and cther devices in the whole flow of infor-
mation in our society at all levels (internaticnal, state, firm or individual) may
ultimately lead to an infiltration into the totality of the legal field, the crimi-
nal, 2¢ well az the civil, administrative, economic or constitutional cne. The call
for full re-zesessrnent. of the whale of the law to make the legal system respond
better to the problems of new information technology is real.

Looking inte the legislation of mainly the industrialized nations, one notices that
in varinus countries answers have been formulated or are in the pracess of be-
ing formulated [17]. Their responses differ both because of the underlying legal
gvetem and of their appraisal of what computer-crime means to them today as
& threat. Even if in the more regulated field of privacy protection the reference
frame exists with the OECD guidelines {15] and the Councii of Europe Conven-
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tion for the Protection of Individuals with regard to Automatic Processing of
Personal Data [19], national laws may show diversified implementation norms
or techniques [20]. One has the feeling that national — if not nationalistic — ap-
proaches prevail, taking the territorial — thus national — character of the criminal
law as a starting point. So is the response to the threats of economic recession
O sovereignty erosion.

While information criminality has an important transborder facet and data will
be easily send and handled abroad, the need for a more global, uniform or har-
monized approach is not always perceived or accepted. A first and maybe not
optimal trend, therefore, is the all foc national instead of cooperative response
to the phenomenon.

The efforts of the Council of Eurcpe in the criminal field, or of the EEC in
such areas as micro-processor protection [21] or data vulnerability as such [22],
should receive priority attention and national legislatures should adjust to them
quickly.

3 Trendsetting in Fighting Computer-Related
Criminality

Qut of the above findings, one must conclade that & valid response to the phe-
nomenon requires a holistic approach, of which the three layers would be:

1. the security issue is a threefold one: it requires technical answers, manager-
ial/organizational ones and legal responses.

2. within the legal sphere, different branches of law have to intervene (criminal
law, civil law, intellectual law, labor law, etc...)

3. within the subsets of the law the international cooperation or coordination
is indispensable.

3.1. The issue of information security cannot be addressed by the law only. Even
if criminal sanctions or damage allowance have besides their reparation effect, an
educational and preventive effect, it nevertheless is also true that the interven-
ticn of legal mechanisms mostly occurs at moments when the harm is already
done and the incident consumed. Prevention prevails over repression. To that
effect, the tackling of this issue reguires an integrated approach of technicians,
economists, behaviorists, organizational managers and lawyers. The responsi-
bility of computer firms is involved to the extent that they ought to voluntar-
ily accept minimum security standards or at least make their clients aware of
the vulnerable aspects of their computerization and require them to take suffi-
cient starting security measures in relation to issues such as physical integrity
of premises, access controls and authentication procedures, the possibility or
necessity for back-ups and contingency planning.
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would do with existing definitions, aventually going a= far as some extensive in-
terpretations. This atiitude seems to be limited today to a few countries, which
searningly kave not been affected by the pheoomenon or, at least, in which no
major court activity in computer-crime s noticeable [28].

It is our contenticn thal few, if no industriaiized country will he left over in this
category, ae all nations will be facing sericus challenges to the exdsting laws and
the pressure for concerted actien z.0. in the Eurcpean context is strengthening.

The other reaction ie to realize that new measures are inevitable. Therein, one
can distinguish these who prefer a low profile adaptation, i.e. the auvalysis of
existing concepts, testing their applicability to cornputer-related situations and,
i needed, to teke this dimension into account. This éan then be done through
amending the actual provision [29). Others wish to enact ¢learcut new incrimina-
tions either s a specific bill [30}, or as new provigion or even ae a new chapter in
the penal code {31]. It has to be noticed, at the same time, that many countries
are in the process of reviewing the whole of their penal code, which is certainly as
sxcellent opportunity to inciude at an apprepriate place the necessary provisions
relating o information technology crimes [32).

In conclusion it seems correct to state that a large majority of concerned coun-
tries, together with international organizations such as the QECD or tae Council
of Turope, are well aware of the necessity to act at legislative level, ever though
with varizble intensity. As will be shown in the following analyeis, many states
have indeed already taken initiatives or are in the process of doing so.

4.2 The Analytical Survey

The anaivtical survey of existing laws, drafts, loopholes and problems is not an
eagy tasik. Like many other scholats, we have the benefit of the cutstanding ex-
pertise of Dr. Ulrich Sieber, wha together with Martine Briat, was responsible for
the survey conducted under the auspices of the OECD’s ICCP [33]. The present
analysis rests inevitably upon the same material and cannot be considered as
sxhaustive 28 the leading publicetions referred to. As in the GECD we start
from the classical five-fold categorization: manipulations, espionage and piracy,
sabotage, unavthorized use and unauthorized access. For once, the reversed or-
der vwill be used, each time reaching a higher degree of crimicality. To teke the
unlawiul access and use as a starting point may be justified through the fact
of their not so obvious association with the “crime” notion, their rather high
frequency and potential danger, while at first glapce, they belong to the least
protected expressions of the phenomenon.

Unauthorized Access of Computer- and Telecomrpuxgication Systems.
Notions such as “computerhackers”, “whizkids”, computer-tirne theft are already
familiar. As of today there is no geferal penalization of this activity. Some coun-
iviee have a specific legislation [34]. Analogies may be drawn from articles in-
criminating the entrance into one’s property with falze or unlawfully obtained
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keys or wiretapping of conversations over PTT installations. In the field of pri-
vacy protection an occasional provision may be found punishing unauthorized
access [35]. In some countries wiretapping of computer communications is pun-
ishable (Canada 178-11 Criminal Code) (Belgium Telecom. Law 1930) (U.K.
Interception of Communication Act 1985). The Swedish privacy act (1973} in-
cludes a provision applicable if no other incrimination can be applied. So does
the German Second Law for the prevention of economic crime (1988).

Others, like the French provisions or U.S. proposals [36] go all the way towards
the inclusion of such a provision. It must be stressed, however, that such provision
should be — and mostly is — conditioned with several elements such as:

— a specific intent (knowingly, without color of right}
— the violation of security measures
— & special request by the victim.

Often criminal prosecution will be waived if the perpetrator informs the victim
of the act and indicates the loopholes in the system.

Unauthorized Use of Computer- and Telecommunieation Systemas.
Mozt countries do not provide a specific provision on unlawful use (furtum nsus).
Sometimes, one can rely upon unlawful use of somebody’s property, which would
more point to the hardware use. This would be possible under Danish, Finnish
or English law. In other countries, concepts such as theft of electricity might
be applicable (Belgium), while others require the abuse of specific objects, such
as cars or bicycles (Netherlands, Germany). Considering this diversity and the
rising number of incidents of this nature, the experts both at OECD and the
Council of Europe opted for the introduction of specific provision in the mini-
mum mode} system. Initiatives were already taken at individual levels. Canadian
(Criminal Law Amendments Act 1985} and American (Counterfeit Access De-
vice and Computer Fraud and Abuse Act 1984) initiatives have already come
through, while the guidelines for national legislatures of the Counci! of Europe
puts the unaunthorized use in the so-called optional list.

Ini the light of this consensus trend, uniform requirements would be a preferable
goal. Again one may include:

— specific intent

— infringement of security measures

~ intent to cause harm or another form of computer-crime (loss, e.g.).
Such a provision on “furtum uvsus”, if made specifically for information tech-
nology issues, requires a clear definition to distinguish between information-
processors which should remnain outside the scope (wrist watches, pocket cal-
culators) and the real targets, while emphasis should go upon the functions
performed and not upon the technological assets, since the latter will be subject
to continuous evolution [37)].
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Finally, it has to be mentioned that such unauthorized use will often cceur within
she frame of an empleyment reletionship or of a service contract. Thiz indicates
thet much can be achieved through clear forrmulation of righte and duties in the
contractual or crganizational ares, snd also through security awsareness initia-
tives in DP environment.

Computer-Sabotage. If one considers in thie the destruction and/or damag-
ing of computercenters, data or other items linked with the computer, it is clear
that this eoncept goes bevoné the physical "terrorism” against corporal ele-
raents, bur also concerns intangibles such as the data or programs themselves.
Phenomena such as viruses and worms resort under this concept. This latter part
is mostly not covered by notions such as property damage, vandalipm, malicious
mischief, since information can e.g. be erased without damaging or destroying
the physical carrier. Therefore, countries, in which specific computer-crime law
exists or ic in preparation, do foresee either a specific comprehersive provision on
this issue {American state laws e.g.}, or an adaption to the traditional concepts
{e.g. the Canadian new sections in the criminal provision on “mischief” : mischief
in relation to data}. Austria, France, Denmark, West Germany, etc. .., seem to
go for specific computer sabotage provisions, as does the Council of Europe. It
clearly indicates that besides the classical protection of tangible property, in one
way or another the introduction of penal protection against damage to date or
programe is to be suggested. Again, we would plead for a rather high threshold,
including:

- gpecific intent

— detailed description of acts {destruction; damaging, rendering useless, mean-
ingless or ineffective)

- evenbuslly, aggravating levels can be iniroduced if the target is zn sssential
element 1n public administration or an economic enterprise.

Computer-Espionage. The najor targets to he protected here are the com-
nuter-stored date, the speciel protection to be offered to computer programs
and, recently the special protection of computer chips. If it is clear that the
llegal appropriation of one’s property is perceived as a crime and is covered
by many existing provision such as theft, embezzlement, larceny, the specificity
here relates to the fact that some of the targets are not of a physical nature,
but constitute “intangibles”, not covered by these provisions. A basic discussion
related to this concerns the legal siatus of information.

i no nroprietary rights are poscible, can it then be subjects to “espionage” 7
The proiection of data stored in a computer system can eventuzlly be looked
upon from the {raditional property law angle. The major problem of the intan-
gible nature of information is sometimes explicitly solved by including express
referenice in the law {U.K. Theft Act 1968) (Australia} {(USA} (Luxembourg
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draft). Others rely upon notions such as extending the idea of theft of electric
impulses, even though electricity is a tangible (hold a wire and you feel it}, or
assimilating because of the economic values involved {Dutch and Belgian case
law). Fundamentally, we can follow the Canadian Sub-Committee on Computer
Crime, when opting against the property approach. The reasons are to be found
in the above-mentioned aspects, namely tangible property or intellectual public
good; traditional property/intellectual property; theft of tangible/intangible. A
specific provision is preferable. Other linkages can be found in the trade secret
and unfair competition law, where many countries foresee criminal provisions
within their trade secrets law (West Germany, Switzerland, Austria, Greece).
Others only cover partial aspects (e.g. fabrication secrets in Belgium, France,
Luxembourg) or rely mainly on civil damages remedies. For the US a recom-
mended Uniform trade secret Act has been adopted by a series of states. The
U.K., Canada and Australia have not many penal provisions available, but are
in the process of elaborating appropriate responses. So are the Scandinavian
countries. This trend deserves support. The balance to be found, however, is
here alse between the legitimate right of the “owner” or “developer” to have
his economic values in data or programs protected and the right of society to
have ideas and discoveries accessed by anyone. The transborder dimension of
information transfer should add even more to the difficulty of phrasing appro-
priate provisions, while the specificity of some informations (military, privacy,
hi-tech know-how) or of some “detainers” {government officials, police officers,
doctors, ...) equally can lead to separate or special rules. Should there be a
“informational secrecy” as extension of the classical “professional secret” 7

The way this provision should be foreseen can thus raise basic theoretical issues
as to the status of the data which are intercepted. Anyway the interception or
appropriation of data form part of a broader range of abuses, namely the attack
against the integrity of computer- or telecommunication systems. This concerns
more the right to undisturbed exchange of data than the consequences itself of
acts of espionage.

It would, therefore, be interesting not to cover the data or programs as such,
but to search for the penal protection of the integrity of computer access of it.
As conditions could be foreseen: the intent to harm.

As to the additional protection of computer programs, leaving aside the unsclved
problem of the intellectual property priority of copyright over patent law or/and
a sui generis solirtion [38], the main trend towards the copyright previsions should
be followed in a spirit of harmonization, together with a strengthening of the
penal sanctions in them, as was done in Italy (law of 1981), Sweden {1982),
Finland (1984), West Germany (Copyright Amendment Act 1985 or the U.K.
(Copyright Amendment Act 1982).

Computer-Manipulations. This is considered as the modification of data to
change the processing and/or the cutput in order to obtain a change in infor-
mation or at the expected consequence. In the latter case, one is back into the
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“property” issue, {fraud, e.z.} with ai ite difficulties; in the former, forgery is
the major available votion. Az to fraud, the deception of a computer to meet the
requirement that & “person” be deceived, seems problemetic. Breach of trust is
either limited to gnalified persons or aiso requires a physicel trazmafer of specific
objects. Forgery iz based upon visually resdable documents, humanly under-
tandable. Solutions de lege lata seern indispensable and are alveady available or
under way. New laws are o be found in Sweden {(Bwedish Data Act 1974), the
U.S. {Credit Card Fraud Act 1984) {Counterfeit Access Device and Computer
¥raud and Abuse Act 1981}, Canada (Criminal Law Amendment Act 1985),
Denmark {Data Kriminaliteit Law 1985), West Germany {Second Law for the
Prevention of Economic Crirne 1986). The Council of Europe expert report lists
computer-related fraud and computer forgery among the “hard-core” offences to
be covered by all member states [38], Work is done in the Netherlands, Lux-
embourg and Belgium, Consensus thus seems reached as to the necessity to act
in this sector. Requirements should be a special intent (zo obtain zn advantage,
or to harm) and 2 formulation in terras of functicns and not in terma of todays
technology.

4.3 The Transhorder Tssues

One of shz more likely zspects of the phenomenon is its transborder potential.
The eleberation of networks, the development of international telecomimunica-
tions and the presence of 2 “muiti-nationals” oriexted economy certainly affect
the traditional patterns of information transfer.

This cazrries conseguences to be located in the international criminal law sphere,
more particularly thore of the penal jurisdictional coimnpetencies and the coop-
srative mechanisms between sovereigne. Answers have to be found to questions
such as the localization of the crimes, the territoriality or extra-territoriality of
them, the chatacier of the crime (immediate, continuous, coliective, .. .), the ap-
plicability of the cooperation structures {such as extyadition, minor assistance,
transfer of proceedings), the police-cooperation, the evidence issue when com-
puter elements are included. Pluri-nationsl incidents are [ikely to occur with the
presence of things such as SWIF'T networks, electronic mail, internztions] airline
reservation sysiems, ete. ..

As to the comgpelence-issue, the theory of ublquity may receive & new perspective,
whereby the situs of the act, its instrumentality situs, the situs of the potentisl
consequence and the ons of the actuel effective consequence are and difficuit to
locate and mcre diverzified than the traditionat “shot gver the boarder” example.

Considering the non bis in idem principle, a clearer delimitation or at least
siassificetion of competencies ¢ould become indispensable. It again points to the
necessity of harmonized legielations. This “international connectivity” throws
new light upoen concepis dating from the “before the computer” area.

in the cooperation issue, the problem of double eriminelity requires once more
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a common approach, Elements of distant complicity or co-authorship require
response. What also about the effect of certain additional measures imposed
as a sanction, such as the interdictions to use data or programs collected or
obtained in violation of criminal law provisions. How does the notion of rogatory
commissions apply to evidence stored in a foreign database, having an intangible
character or/and being accessible from front-ends in the requesting state. How
1s seizure and restitution of data conceivable between two states. Many are the
queations raised, few are yet the answers. The work in the Council of Europe
did not lead yet to some specific ones [40].

4.4 The Procedural Issues

As for the transborder situation, a number of problems may cccur in the domestic
sphere. The most important issue seems here to be the admissibility of computer
records as evidence. Most continental law countries have given much power to
the criminal judge in the free evaluation of introduced evidence. 1t could be
that no problems arise, even though the problem of authenticity of the evidence
may play. In the commeon law countries, computer evidence may be regarded as
“hearsay evidence”, basically inadmissible.

Exceptions are made or in the make, such as the U.K. Police and Criminal
Evidence Act (Bill $-33). Requirements of accuracy, knowledge of the existence of
the automated system and its proper use, complementary or to be supplemented
by other proof may be retained.

5 Conclusion

The world of new information technology is one of the most evolutive ones. The
somewhat mutative effect of certain of these inventions equally affects the legal
components of societal adaptation to them. But law is not knowledgeable for
quick responses and immediate flexibility. Especially criminal law should be pre-
served from an all too hasty reply to timely phenomena. There is a need for a
minimum of stabilization of acts or attitudes felt as a danger to society, a sort of
confirmation of the discovery of new anti-social behaviour and the ¢lear creation
of a sufficient consensus for penalization of it. The computer abuse area has
now reached the confirmation phase: facts are clear, continuous and increasing
in number and inventiveness. The telecornmunications area is now part of the
criminal scene, maybe not fully in the epen because of the technical unaware-
ness of the victims or their attitude of overdiscretion, but equally vulnerable. The
time to respond is there, if we do not wish the phenomenon to grow unharmed,
considering the locpheles in the law and the legal vacuum in the transborder
aspects of it. Concerted action seems to be the only efficient one, either through
conventional way or, at least, through the search for common thresholds., The
work of the OECD and the Council of Europe should be regarded as the guiding
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trends, aillowing cohereni law-making activity in national parliaments. The bal-
ance between overcriminalization and the actual statue of underiegislation still
has te be found in many countries. To build upon 2 broader perspective than the
national frontiers and to hensefit from internafional expertice in the fiald seem to
be cornerstones for effectiveness. The challenge ia rezl, the soeial duty to respond
to it is also within the hands of the legal profession,
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