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In today’s highly connected cyber-physical environments, users are becoming more and more concerned
about their privacy and ask for more involvement in the control of their data. However, achieving effective
involvement of users requires improving their privacy decision-making. This can be achieved by: (i) raising
their awareness regarding the direct and indirect privacy risks they accept to take when sharing data with con-
sumers; (ii) helping them in optimizing their privacy protection decisions to meet their privacy requirements
while maximizing data utility. In this article, we address the second goal by proposing a user-centric multi-
objective approach for context-aware privacy management in connected environments, denoted §-Risk. Our
approach features a new privacy risk quantification model to dynamically calculate and select the best pro-
tection strategies for the user based on her preferences and contexts. Computed strategies are optimal in that
they seek to closely satisfy user requirements and preferences while maximizing data utility and minimizing
the cost of protection. We implemented our proposed approach and evaluated its performance and effective-
ness in various scenarios. The results show that §-Risk delivers scalability and low-complexity in time and
space. Besides, it handles privacy reasoning in real-time, making it able to support the user in various contexts,
including ephemeral ones. It also provides the user with at least one best strategy per context.
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