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Abstract

The management of secure communication among groups of participants requires a set of secure and efficient opera-
tions. In this paper we extend existing work to present a Communication–Computation Efficient Group Key Algorithm
(CCEGK) designed to provide both efficient communication and computation, addressing performance, security and
authentication issues of CCEGK. Additionally, we compare CCEGK with three other leading group key algorithms,
EGK, TGDH, and STR. An analytical comparison of all algorithms revealed eight similar methods: add, remove, merge,
split, mass add, mass remove, initialize, and key refresh. Comparing the cost in terms of communication and computation,
we found CCEGK to be more efficient across the board.
� 2006 Elsevier B.V. All rights reserved.
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1. Introduction

With the advent of new arenas such as wireless
ad-hoc and low powered distributed computing
and communication devices, designers of group
key encryption algorithms can no longer ignore
communication in favor of computation or vice
versa. In some environments the power cost of com-
munication may be sufficiently high to warrant low
cost communication protocols, whereas in other

environments computation cost may be the domi-
nant feature. Consequently, this paper introduces
the Communication–Computation Efficient Group
Key protocol (CCEGK), which is a extension of
EGK [1] and TGDH [2,3].

The Communication–Computation Efficient
Group Key Algorithm (CCEGK) is a group key
management algorithm based upon two preceding
group key management algorithms, EGK [1] and
TGDH [2,3]. By extending this previous work,
CCEGK considerably improves both communica-
tion and computation costs of their related opera-
tions. Furthermore CCEGK fully implements, as
detailed in this paper, several methods that are not
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