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Preface

We are delighted to introduce the proceedings of the 12th edition of the European Alliance
for Innovation (EAI) International Conference on Digital Forensics and Cyber Crime
(ICDF2C 2021). This conference brought together researchers and practitioners around
the world who are developing and using digital forensic technologies and techniques
for a variety of applications in criminal investigations, incident response, and broader
information security. The focus of ICDF2C 2021 was on various applications of digital
evidence and forensics beyond “traditional” cyber crime investigations and litigation.

The technical program of ICDF2C 2021 consisted of 22 full papers presented
over three days at the main conference track. Aside from the high-quality technical
paper presentations, the technical program also featured three keynote speeches and
two technical workshops. The three keynote speeches were given by Joe Weiss, the
author of Protecting Industrial Control Systems from Electronic Threats, Vitaly Kamluk,
the lead threat researcher for Kaspersky APAC, and Jonathan Pan, the head of the
Disruptive Technologies Office of the Home Team Science and Technology Agency
(HTX), Singapore. The two workshops were Password Cracking and Rainbow Tables,
organized by George Markowsky, and Intelligence Gathering Through the Internet and
Dark Web, organized by Lu Liming, Jacob Abraham, Selvakulasingam Thiruneepan,
and James Ng Hian from the Singapore Institute of Technology and Feixiang He from
Group-IB.

Coordination with EAI was essential for the success of the conference. We sincerely
appreciate their constant support and guidance. We are grateful to Conference Managers
Natasha Onofrei and Lenka Lezanskd, Managing Editor Lucia Sedldrovd, and all the
authors who submitted their papers to the ICDF2C 2021 conference.
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